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BeepeHue

PyKoBOACTBO N0O/b30BaTeNA NpeAHa3HavyeHo Ana obecneyeHma CUCTEMHOMY aMUHUCTPATOpPY
BO3MOXHOCTM yAaNEHHOro A0CTyna K KomnbtoTepam ¢ BMC (KoHTponnepamu ynpasneHus
MmaTepuHcKon nnatoi) u IPMI (MUHTennektTyanbHbIM MHTepdecom ynpasaeHuma nnathopmoii).
CucTteMHble agMUHUCTPATOPbI MOTYT JIEFKO NPOBOAUTb MOHUTOPUHT COCTOAHMUA CUCTEMbI UK
OCYLLLECTBNATb pelleHne npobnem Ha yaanéHHbIX KOMNbOTEpPAX Yepes ceTeBol MHTepdec,
ncnonb3ya Beb-6paysep.
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TepmuHonorus:
CokpaweHue OnpepeneHue
Active Directory / Cnyx6bl KaTanoros kopnopauuu Microsoft gns
AD onepaunoHHbIx cuctem cemenctsa Windows Server
BIOS Basic Input Output System / ba3oBas cuctema BBoAa/BbiBOAA
Baseboard Management Controller / KoHTponnep ynpasneHus
BMC MaTEPUHCKOWN nnaTtoi
Dynamic Host Configuration Protocol / MpoTokon AuHamnyecKom
DHCP HACTPOMKM XOCTOB
. Dual-Inline-Memory-Modules / [1ByCTOPOHHME MOAYNM NAaMATU
POST Power On Self-Test / CamoTecTpoBaHuMe Npu BKAKOYEHUN NUTAHUA

Field Replaceable Unit / Bnok nHBeHTapHOM MHOPMaLMKM O MOAYNAX
FRU cucTembl

Fully Qualified Domain Name / MonHocTbio onpeaenéHHoe Mma AomeHa

FQDN
Intelligent Platform Management Interface / UHTennektyanbHbii
IPMI nHTepdenc ynpasneHma nnatdopmon
Keyboard, Video and Mouse / Habop nHTepdeiicos, BKAOUaOLWNIA B cebs
KVM KNaBMaTypy, MbllbW CPEACTBO BbIBOAA BUAEONHDOPMALLINK
Lightweight Directory Access Protocol / O6ner4éHHbli NPOTOKOA A0CTyNa
LDAP K CeTeBblM KaTa/sioram
ME Intel Management Engine / ABTOHOMHas noacuctema Intel
Network Controller Sideband Interface / HTepdeiic u npoTokon ana
NGS| nogkntoveHma BMC K o4HOMY UM HECKOZIbKMM KOHTPOANEepam CETEBOrO
nHTepdeica
NTP Network Time Protocol / CeTeBoi NPOTOKON CUHXPOHMU3ALUN BPEMEHM
S Platform Event Filter / ®unbTp cobbiTniA Nnatdopmbl
VLAN Virtual Local Area Network / BupTyanbHas noKanbHas ceTb
PSU Power Supply Unit / Baok nutaHuma
Remote Authentication Dial In User Service / CepBuc yaanéHHom
RADIUS ayTeHTUPMKALUMM NONb30BaTENEN
SEL System Event Log / *ypHan cuctemHbIx cobbITui
SMTP Simple Mail Transfer Protocol / MpoTOKON 31€KTPOHHOM NoYTbI

SNMP Simple Network Management Protocol / lMpoToKkon ceTeBoro ynpasaeHua
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SSL

TSIG

VSA

Secure Sockets Layer / Kpuntorpaduueckuit npotokon

Transaction Signature / MpoTokon ana ayteHTMdUKaumMm obHoBNEHUI a3
OOMEHHbIX MUMEH

Vendor-Specific Attributes / MeTtog ans nepegaun nHpopmaumm,
onpeaensemoi nocraswmkom, mexay NAS n cepsepamu RADIUS
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1 CeteBoW rpaduueckmii uHTepdeiic nonbsosarena (Web GUI)

JocTyn K Be6-nHTepdelicy ocyllecTBaseTca NnocpeacTBOM npoTokona https.
Mpwu ncnonb3oBaHUKM NpoTokona http AocTyna HeT, Tak *Ke, KaK U nepeagpecaumu.
[na poctyna HeobxoaMmo BpyUHYtO YKasbiBaTb https://

1.1 AyreHTMdMKaLUA Yepe3 YYETHYIO 3anuUcb nosb3osarena IPMI

Ons ayteHTUdUKaumm B IPMI ncnonb3ytotca cnegyrowme Mma nonbsosatens (Username) u MNaponb
(Password):

Nms nonb3osatens — «adminy.

Maponb no ymonyaHuio — «Trinity_42».

Perncrp yumTtbiBaeTca, UMA N0b30BaTENA MO YMOAYaHUIO 06A3aTeIbHO BBOAMTb C MasIEHbKOM
OYKBbl.

Mocne nepBoro BXoAa B CUCTEMY PEKOMEHAYETCSA CMEHUTb MMSA NOAb30BaTENA U NAPO/b.

CTpaHuua aBTOpU3aL UMK

Tzername

Fazsword

| U5 — Englizh v

[ Remember Username

Sign me in

I forzot my password
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1.2 CucremHblie TpeboBaHuA

KomnbtoTep KnneHTa ¢ 8 '6 RAM (ecnmn Ha KomnbloTepe KnmneHTa meHee 8 b RAM, ¢yHKuua KVM
MOXeT paboTaTb C 3a4ePKKOM).

1.3 NoppepxnBaemble 6paysepbl

e Chrome (nocnegHsa sepcus).
e [Ellunsbiwe.
e Firefox (c orpaHuyeHHON NoaaepKKo).

/ Ona H5Viewer pekomenayetca ncnonb3osatb Chrome mam IE, 1.K. y Firefox eCTb\

A cobCTBEHHbIE OrpaHMYeHma No namaTn. B akpaHe 6pay3sepa IE HekoTopble

3HAYKM MOTyT He oTobpaXKaTbcA.

Mocne perncrpayum B NPUIOKEHNUN HE PEKOMEHAYETCA UCMO1b30BaTb
cneaytowme onuuu:

e KHonka «Refresh» (O6HOBUTb) B Hpay3epe;

e MeHio «Refresh» B bpaysepe;

e Onuuun «Back» (Hasaa) u «Forward» (Bnepepn) B 6bpaysepe;

o «F5» Ha KnaBuatype;

e «Backspace» Ha KnaBuatype;

o /
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2 O6wme cBepgeHUA 0 ceTeBoM rpadpuueckom uHTepdeiice nonb3osartensa (Web GUI)

2.1 Quick Links (MeHto 6bicTporo gocryna)

[JaHHOe MeHo ncnosb3yeTcsa Ana bbicTpon HaBuraummn no meHo Web GUI.

inks -

l |
EE—

Logs » Event Log

Logs > System Log
Logs » Audit Log
Logs > Video Log
Sensors

FRU

Settings

Firmware Information

0.34 .4

2.2 [MaHenb meHto

Hov 25 2024 16:14:12
CST

Host Omline

Guick Links.. -

B naHesnn meHto OTO6pa)KaI-OTCF| cnegywouwme nosnunn:

Dashboard
Sensor

System Inventory
FRU Information System Inventory
Logs & Reports Bl Tt e
Settings

Remote Control
Image Redirection
Power Control =m ezl
Maintenance Tnage Redirection
e Signout

Settings

O Fo Control

Maintenance

Sign out
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2.3 KHonKuM 6biCcTpOro foctyna u MeHio No/sib3oBaTtens

NHdopmauma o nonb3oBaTene 1 KHOMKM BbICTPOro A0CTyna pPacrnosioXKeHbl B NPaBOM BEPXHEM Yray
okHa Web GUI.

E — coobLWeHnA KypHana cobbITUi
E — pasgen npeaynpexaeHuin

Sync: BKIOYEHME aBTOMATMUYECKOro OOHOBNEHMA COCTOAHMUA AATYMKOB (MO YMOYAHUIO BKIHOYEHO).
Refresh: naHHaa KHoOMNKa Ucnonb3yeTca ANA 06HOBAEHUA TeKyLwen cTpaHuLbl Web GUI.

US — English: gaHHas onuuna nossosneT BblbpaTh A3bIk Ana Web GUI.

admin: gaHHasA onuua oTobparkaeT MMA TEKYLLETO NO/b30BATENA U €70 YPOBEHb NPUBUIETUIA.
Haxkmute Profile gns otobparkeHna gononHutenbHon nHpopmaumm. Haxkmute Sign out gna Bbixoaa
n3 Web GUI.

2.4 Dashboard (KoHTponbHas naHenb)

Ha KoHTponbHOM naHenu otobparkaercs MHOOPMALMA O CTaTyce YCTPOMCTBA.

Dashboard Control Pane

# Home Dashboard

2d13"hs 118

Power-On Hours Access Logs

More info ©

2.4.1 Power-on Hours (Konnuectso 4yacos paboTbl)

[laHHasa naHenb oTobpakaeT Bpema paboTbl cepBepa.

2.4.2 Access Logs (lypHan gocTtyna)

JaHHaA naHenb npu Haxxatum More info nepeHanpasndaeT Hac B Audit Log.



A\ TpyHUTH S

Audit Log &1 zudit logs

# Home Aadit Log

Filter by Date ® - = °

Audit Log: 129 out of 129 event emtries
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3 NHdopmauma o cucteme

[laHHas rpynna cTpaHuL, NO3BOAAET MPOCMaTPUBaTb MHPOPMAaLUIO O CUCTEME.

3.1 Sensor (QaTtunkn)

Ha paHHOM cTpaHuue oTobpaxkaeTtca nogpobHas uHdopmauma o AaTynKax, oTobparkaloLmx
COCTOAIHME K/IH0YEBbIX PECypCcoB cepBepa.

Critical Sensors —oTobparkatoTca aBapuiiHble COCTOAHUA AaTYMKOB.

Discrete Sensor States — AaT4MKK, 3HAYEHMA KOTOPbIX MOTYT UMETb TO/IbKO ABa BapMaHTa
(npucytcTByeT\oTCyTCTBYET, BKA\BbIKA).

Normal Sensors — 3Ha4yeHMA JATYNKOB UMEIOT Pa3INYHbIE AMANa30Hbl; NPU BKAOYEHHOM
CUHXPOHM3aLMM (3HAYOK HaBepPXY CTPaAHMLLbI) CTPOUTCA rpaduK.

Disabled Sensors — oTK/1tOYEHHbIE HA AaHHbI MOMEHT Aatynkn. Hanpumep, B standby pexumme
6ONbLIMHCTBO AaTYNKOB OTK/IHOYEHbI.

Sensor Reading Live reading of all sensors

#  Home Sensor Reading

[d Critical Sensors (0)

©41l threshold sensors are normal

[ Discrete Sensor States (23)

Sensoxr Name State

@& ACPI_State 55/G2 ’Soft Off’
& BIOS_POST Finish Hormal

& BNC_Boot_Up Device Enabled
©® CPUO_MenTrip Hormal

[ Normal Sensors (7)

Sensoxr Name Reading Behavior

i Inlet_Temp 24 °c /\

| Outlet_Temp 29 °C

M- PIV3_STBY 3. 28 Volts

[ Disabled Sensors (93)

XFANL_In RFANL_Ex XFAN2_In XFAN2_Ex
®FAN3_In ®RFAN3_Ex MXFANA_In XFANA_Ex

HXFANS_In ®FAN5_Ex XFANG_In HKFANG_Ex
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3.2 System Inventory

Ha paHHOM cTpaHuue oTobpaxkaeTtca nogpobHas uHdopmauma o KOMNoHeHTax cepsepa. Mpu

n3meHeHun KoHduUrypaumm cepsepa nidopmaums B LaHHOM pasaene o6HOBAAETCA NOCAE 3arpy3Ku
OcC.

System Inventory

# Home Swyztem Inventory

System Info

Hame Description IndicatoxLED Manufacturer PowerState Serialllumber SystemType AssetTag BiosVersion UUID
System  System Self off TRINITY On THTMEGIA2L100004  Physical EIOS_W1.0 30434731269
4

3.3 FRU Information

Ha gaHHoOM cTpaHuue oTobparkaeTca noapobHana nHoopmauma o FRU. Jna npocmoTpa cBeAeHUN O
BblOpaHHOM ycTpoiicTBe BbibepuTe ero ID.

# Home FRU
FRU Field R
Available FRU Devices
FRU Device ID
FRU Device Name SYSTEM FRU
Chassis Information Board Information Product Information
Chassis Information Area Format 1 Board Information Area Format 1 Product Information Area Format Version 1
Version Version
Language English
Chassis Type Rack Mount Language English
Chassis Product Manufacturer TRINITY
Manufacture Date Time Wed Dec 25 10:00:00
Chassis Part Number R-20-12 2024 Product Name ER220HDR-M7
Chassis Serial Number Board Manufacturer TRINITY Product Part Number
Chassis Extra Board Product Name MB2G3-32 Product Version
Board Serial Number REWRITE Product Serial Number REWRITE
Board Part Number asset Tag
FRU File 1D FRU File ID
Board Extra Product Extra

Available FRU Devices (OocTynHbie ycTpolictBa FRU)

Bce npasa 3awjuwieHsl. AO « TPUHUTU COJIFOLLIHC». CmpanHuya 17 uz 90
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Available FRU Devices

FRIl Device ID
FRU Device Mame FEM FRU
11
- - 14 . n
Chassis Information 18 Board Information

FRU Device ID (ID yctpoictea FRU): Bbibepute ID ycTpoicTBa M3 BbiNaAatoLLEro CrucKa.
0 — MmaTepUHCKaA naaTa

1, 2 - mogynu 610Ka NUTaHMA

11, 12 — nepeaHuUit 63kNNENH

14, 15 — 3aaHM 63KNAENH

18, 19 — 3aaHaA nnata BBoaa\sbiBoaa (noptbl USB, VGA, RJ-45)

FRU Device Name (Mms ycTtpoiictea FRU): HammeHoBaHMe ycTpoicTea FRU.

Chassis Information (MHpopmauma o cepsepHom Kopnyce):
e Twunwaccum
e HasBaHue waccn

Board Information (MHbOpmaLmMa o cuctemHol nnaTe):
e [laTa 1 Bpems NpoM3BOACTBA CUCTEMHOM NAaThbI
e [lponsBoanTeNb CUCTEMHOM NNATbI
e HaumeHoBaHME MOAENN CUCTEMHOM NAaThl
e CepUNHbIA HOMEP CUCTEMHOM NAAThI

Product Information (MHbopmauusa o npoaykre):
e [lpousBoauTenb NPOAYKTa
e HaumeHoBaHWe mogenmu
o CepuiHbIA HOMep NpoayKTa
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4 XypHanb! 1 oTyeTbl

4.1 Event Log (¥ypHan cobbiTuii IPMI)

Ha gaHHoOWM cTpaHuue oTobparkaeTcsa CNUCOK XKypHanoB COObITUI, KOTOPblE MPOUCXOANNAM COTNACHO
JAHHbIM C Pa3/IMYHbIX AaTYMKOB YCTPOMCTBA. 1A NPOCMOTPa CBEAEHMN O KOHKPETHOM 3anuncu
OBaXKAbl LLENKHUTE MblLbIO MO Hel. [1na Nnoncka oTAebHbIX COObITU MOXHO BKAOYUTL GUALTP MO
TMNY COObITUA, @ TAaKKE MOXKHO COPTUPOBATbL CMMUCOK COObITUI, NCMOb3YA 3aro/I0BKM CcToNbUa.
Event Log allsensor svent logs

# Home Event Log
Filter by Date  Start Date ® | — | End Date 0]
Filter by type 41l Events v 411 Senszoxs v
UTC Offset: W Clear Event Logs EDovmload Event Logs
GNT + 3:0

Event Log: 300 out of 338 event entries

Octobexr 2024 .

ID: 87 BIOS_POST_Finish sensorof @ in 9 days

type microcontroller_or_coprocessor logged a
state asserted

ID: 86 BIOS_POST_Finish sensorof @ in 9 days

type microcontroller_or_coprocessor logged a
state asserted

o ID: 85 FAN6_Ex sensor of type fan @ in 9 days
logged a lower non critical going low

Event Logs Statistics

o ID: 84 FAN6_Ex sensor of type fan @ in 9 days
logged a lower critical going low

Filter by Date: ¢punbTp no gatam cobbiTuA.

Filter by type: dunbTp no TNy cobbiTna 1 NO TUNY AaTYMKA.

UTC Offset: oTobparkaeT TeKyLLee 3Ha4eHMe pa3HuLbl No BpemeHu ¢ UTC, c yueTom BbIbBpaHHOro
4acoBoro nosca.

Clear Event Logs: yganeHue 3anuceit o cobbiTUAX U3 KypHana cobbitnii IPMI.

Download Event Logs: 3arpy3ka 3anucei »ypHana coboituii IPMI B BUuge Tekctosoro ¢danna.

Bce npasa 3awuwieHsl. AO « TPUHUTU COJTFOLLIHC». Cmparuuya 19 uz 90
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4.2 XypHan ayaura (Audit Log)
Ha gaHHOWM CTpaHULEe HaxoamMTCs CMUCOK COBbITUIM, KOTOPbIe OTOOPAXKAIOT AENCTBUA MOAKNOYEHUSA K

cepsepy.
Audit LOg All audit logs

# Home Andit Log

Filtexr by Date -

Audit Log: 132 out of 132 event entries

4.3 MypHan sugeo (Video Log)

Ha ,C||aHHOl7| CTpaHuue OTO6pa)'KaeTCﬂ CMUCOK 3anucen XypHana snaeo.
Video Log All video event logs

# Home Video Log

Filter by Date o -

®dunbTp No gare: GUNLTPALMNIO MOXKHO BbINMONHUTL, BbIOPaB AaTy Ha4yana M 4aTy OKOHYaHMA.
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5 Settings (Hactpoiiku)

[aHHaA cTpaHULA AaéT BO3MOXKHOCTb A0CTYNA K Pa3IM4HbIM HacTporikam BMC.

Setti NES Configure BMC options
# Home Settings
0 @ & §
Captured BSOD Date & Time External User Services EVM Mouse Setting
=
-
-
—
Log Settings Media Redirection Settings Network Settings PAN Order Settings
(o, o
Platform Event Filter RATD Wanagement Services SNTP Settings
i & § 13 @
351 Settings Sy=tem Firewall Uzer Management Wideo REecording
L
0:
IFMI Intexfaces UID LED Setting

5.1 Captured BSOD (CHUMKMU CUMHUX 3KPaHOB)

Ha aaHHOM cTpaHuMLe 0TobpakatoTca CHUMKU «CUHUX 3KpaHoB» (BSOD), cHATble BO Bpems cbos
CUCTEMbI, HAYMHAA CO BPEMEHU nocneaHen nepesarpyskn cuctemol. OcobeHHocTb: cepsuc KVM
[0NKeH ObITb BKAOUYEH Ana paboTtbl AaHHOM dyHKUMK. HacTpamnsaeTca no nyTtu: Settings -> Services -
> KVM.

Captured BSOD

# Home Settings Captured B20D

Last BSOD Screen Captured

E30OD Screen iz not available.



A TpyHUTH cepasm

5.2 Date & Time (faTa 1 Bpema)

[aHHaA cTpaHMua No3BoAAET agMUHUCTPATOPY HACTPOUTb AaTy n Bpema BMC. E€ moXKHO
ncnonb3oBaTb ANA HacTpoeK cepsepa NTP (CeTeBoro npoToKona cny»Kbbl BpeMeHK) ana ycTpomncTBa.

TaKKe ecTb BO3MOMKHOCTb PYYHOM HAaCTPOMKU BPEMEHW — A 3TOFO HYXKHO OTKo4UTb NTP 1
HacTpouTb Bpemsa un aaty 8 BIOS.
Date & Time

# Home Settings Date & Time

Hote:

If the time zone iz selected from the group of Mamual offszet (GMT/ETC time zones), the interactive map zelection feature will be dizabled.
The new Time Zone settings will be reflected on the page only after being saved.

Configure Date & Time

Select Time Zone - | Sep 30,

2024 1:13:53 PM ( GMT+03) — ManualOffset/GMT+03

Automatic HTP Date & Time

Primary HTP Server Secondary HTP Server

pool.ntp. org time.nist. govw

Select Time Zone: Bbibop 4acoBoro noaca NyTém ykasaHua pasHuubl ¢ UTC.

Primary NTP Server: an1a HacTpoiKku ocHoBHOro cepsepa NTP 415 UCno/ib30BaHUA aBTOMaTUYECKON
HACTPOMKN AAaTbl U BPEMEHMU.

Secondary NTP Server: ana HacTponKu aonosHutTenbHoro cepsepa NTP ana ncnonb3oBaHus
aBTOMATUYECKOM HACTPOMKM AaTbl U BPEMEHMN.

Automatic NTP Date & Time: onuua Ans aBTOMaTUYECKOM CUHXPOHU3ALUMU AaTbl U BPEMEHU C
cepsepom NTP.

Bce npasa 3awjuwieHsl. AO « TPUHUTU COJIFOLLIHC». CmpanHuya 22 u3z 90
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5.3 External User Services (CepBucbl BHELUHUX NO/b30BaTenei

JaHHaA cTpaHuLa MCMoJb3yeTcs A1 HACTPOWMKM BHELIHEN ayTeHTUGMKaumu.

External User Services

# Home Settings External Uzer Services

& [ (W

LDAP/E-Directory Settings Active Directory Settings EADITS Settings

5.3.1 LDAP/E-directory Settings (Hactpoiiku LDAP/E-directory)

LDAP — 370 NIHTEpHET-NPOTOKOA, KOTOPbIA MOXKHO MCNOAb30BaTb ANS ayTeHTUDMKALUMK
nonb3osaTenen. Ecnu B Bawemn cetn HacTpoeH cepeep LDAP, ero moXHO Mcnonb3oBaTh B KAYECTBE
Nérkoro cnocoba gobasneHus, ynpasneHua n ayTeHTMdpuKaumm nonb3osatenen WEB GUI. 3to
peanusyeTca nyTém nepenayum 3anpocos O perncrtpaymmn Ha saw cepsep LDAP.

LDAP/E-Directory Settings

# Home Settings External User Services LIAF/ETDirectory Settings

& &

General Settings Role Groups
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5.3.1.1 General LDAP Settings (O6wwwne HacTpoiikn LDAP/E-directory)

CepBepbl.TPUHUTH.PEP

[laHHasA cTpaHMua MCcnonb3yeTca 41a KoHouUrypuposaHua HacTpoek LDAP/ E-Directory

General LDAP Settings

# Home Settings

External User Services

LDAP/E-Directory Settings

Enable LDAP/E-Directory Authentication

Encxyption Type

° Ho Encryption SS5L

5tartTLS

Common Hame Type

° IP Addxess

Sexvexr Address
Port

389
Bind DN

Password

Search Base

FQDH

Attribute of User Login

cn

General LIAP Settinzs

Enable LDAP/E-Directory Authentication: oTmeTbTe 3T0 Mone A4na akTMBaUUKU ayTeHTUDMKaLUK

LDAP/ E-Directory.

Encryption Type: Bbibepute TMn wundposaHusa ana LDAP/E-Directory.
Common Name Type: Bbibepute T1n nogkntodeHma (FQDN mnaun IP-Agpec) LDAP/E-Directory.
Server Address: IP-agpec (IPv4 or IPv6) cepsepa LDAP/E-Directory.

Port: nopt cepsepa LDAP/E-Directory (no ymonuaHuio ncnonb3syercsa 389).

Bind DN: ¢yHKuUMA Bind DN ncnonbsyetca ana onepaunm ayTeHTMPMKaLMM KAMEHTA Ha cepBepe.
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Password: naponb cepsepa LDAP/E-Directory.

Search Base: ¢yHKumnA Search Base nndopmupyet cepsep LDAP o Tom, B KaKoi 4acTu gepeBsa
BHELWHEro Katanora HeobxogMmo OCyLw,ecTBAATb NOUCK. ba3a nomcka moxKeT ObiTb 3KBMBANIEHTHA,
Hanpumep, Ha3BaHMIO OpraHW3aLMn UK Fpynne BHELWHero Katanora.

Attribute of User Login: aTpubyT gna naeHtmoumKaunm nonb3osaTens npu nomcke Ha cepsepe LDAP/
E-Directory.

5.3.1.2 Role Groups (Ponesble rpynnbl LDAP/E-directory)

[aHHaA cTpaHuMLUa Ucnonb3yeTca Ans fobaBneHMA K yCTPOUCTBY HOBOW po/ieBOi rpynnbl. B KayecTse
aNbTePHATUBbI MOXKHO TaKKe A06aBUTb HOBYIO FPYNMy POAEN, Ha*KaB Ha MyCTOM NYHKT.

Role Groups
# Hone Settings External User Settings LDAP/E-Directory Settings Role Groups
Hone Hone Hone Hone
o) ° o) o)
()] (] M ] M)

Hone

( (]
[ {4

Role Groups

# Home Settings External User Services LIAP/E-Tirectory Settings Role Groups Fole Groups

Group Hame

Group Domain

Group Privilege

KVl Access

VMedia Access

Group Name: BBeguMTe Ha3BaHMeE rpPynnbl.

Group Domain: BBeauTe 4OMEH, K KOTOPOMY OTHOCMTCS AaHHaA rpynna.

Group Privilege: 3azaliTe ypoBeHb NpUBUAErUIA, KOTOPbLIN ByAEeT NPUCBOEH 3TON rpynne
(User/Nonb3osatenb, Administrator/AamuHuctpatop, Operator / Onepatop, OEM, None/Her).
KVM Access: oTMmeTbTe 3TO Nose ana aktusaumm goctyna K KVM cepsucy.

VMedia Access: oTMeTbTe 3TO NoJsie Ans akTUBauum goctyna K VMedia cepsucy.
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5.3.2 Active Directory Settings (Hactpoiiku Active Directory)

Active Directory (ganee AD) — 3To CTPYKTypa KaTasiora, UCNosb3yemas B KOMMbIOTEPAX U cepBepax
nog ynpasneHnem OC Microsoft Windows ansa xpaHeHMA MHGOPMALMM U AaHHbIX O CETAX U AOMEHaX.
AD no3Bo/iAET BbINOAHATb HACTPOIMKM KOHdUrypauum Cepsepa akTUBHOrO KaTtasora. B
oTobpaykaemoit Tabanue NokasaHbl HACTPOEHHbIe MPYNMbl PONEN M UMEOLMECA NOA, HUX CNOTbI.
OTClo4a MOXKHO U3MEHATb, A06aBNATb UK YAANATL FPYNMbl ponen. [JomMeH rpynnbl MOXeT bbiTb
AomeHom AD nnm aosepeHHbIM ZoMeHoM. Mma Fpynnbl LONKHO COOTBETCTBOBATL MMEHM
¢dakTnyeckom rpynnol AD.

# Home Settings External Vszer Settings hetive directory Settings

Active directory Settings

o A

General Settings Role Groups

5.3.2.1 General Settings (O6wue HacTpoliku Active Directory)
JaHHaA cTpaHuMua npefaHasHadyeHa ansa obwmx Hactpoek AD.

General Active Directory Settings

# Home Settings External User Services hotive Directory Settings General Active Directory Settings

Enable Active Directory Authentication

SSL

Secret Username

Secret Password

User Domain Hame

Domain Controller Sexrver Address 1

Domain Controller Sexrver Address 2

Domain Controller Sexver Address 3

Bce npasa 3awuwieHsr. AO « TPUHUTU COJIOLLIHC». CmpaHuya 26 uz 90
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Enable Active Directory Authentication: otmeTbTe 3T0 Nnone AnsA paspeleHua ayTeHTUdUKaumm
cpeacrteamu AD.
SSL: oTmeTbTe 3TO None gna BrkArYeHua SSL npoTtoKona.

Secret Username: nma nonb3osartens cepsepa AD.

Secret Password: naponb cepsepa AD.

User Domain Name: someHHOe umsa gna nonb3osatena. Hanpumep, MyDomain.com.
Domain Controller Server Address #: IP-agpeca cepsepos AD.

5.3.2.2 Role Groups (Ponesbie rpynnsl Active Directory)

JaHHaA cTpaHuua ucnonablyeTcs ana AobaBneHus K yCTpOMCTBY HOBOM rpynnbl posien. B kKauecTse
aNbTepPHATMBbI MOXHO TaKKe 106aBUTb HOBYO rpynny, HaXaB Ha cBOBOAHbIN CNOT.

Role Groups

# Home Settings External User Services Aetive Directory Settings Eole Groups

Hone Hone Hone Hone

o
(]
]
To
(]
a®
1
(]
(1
(1
(]
(]

Hone

Role Groups

# Home = Settings = External User Services = Active Directory Settings = Role Groups Role Groups

Group Hame

Group Domain

Group Privilege

EVH Access

¥ledia Access

Group Name: BBeguTe Ha3BaHMe rpynnol.

Group Domain: BBeguTe 4OMEH, K KOTOPOMY OTHOCUTCA AaHHAA rpynna.

Group Privilege: 3agaiiTe ypoBeHb NpUBUAErUIA, KOTOPbIN BYAET NPUCBOEH 3TOM rpynne
(User/Nonb3osatenb, Administrator/Aamunuctpartop, Operator / Onepatop, OEM, None/Her).
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KVM Access: oTMmeTbTe 3TO noae AnA aktmsaumm goctyna K cepsucy KVM gna rpynnbl.

VMedia Access: 0TMeTbTE 3TO Mosie 4SSt akTuBaumm AocTyna k cepsucy VMedia ans rpynnbl.

5.3.3 RADIUS Settings (Hactpoitku RADIUS)

RADIUS — 3To MOAYNbHbIN, BbICOKOMNPOU3BOANUTE/IbHbIA N CHAOMKEHHbIA MHOMKECTBOM PYHKLMIN
naket RADIUS, BKkntovatowmin B cebs cepBep, KAMEHTOB, BUBNNOTEKN pa3paboTKM U MHOXKECTBO

ApYyrux, cBasaHHbIx ¢ RADIUS gononHuTenbHbIX GyHKLUMA. 34eCb MOXKHO HAaCTPOUTb ayTeHTUdMKaALMIO
RADIUS.

RADIUS Settings

# Home Settings External User Services RADIUS Settings

W o5

General RADIUS Settings ddvanced EADIUS Settings

5.3.3.1 General RADIUS Settings (OcHoBHble HacTpoliku RADIUS)
JaHHasA cTpaHuMLUa NpeiHa3HadYeHa Ansa HacTporKku asTopusaumm RADIUS.

General RADIUS Settings

# Home Settings External Uzer Services EADIUS Settings General RAITUS Settings

Enable RADIUS Authentication

Sexrver Address

Port

1812

Secret

Enable E¥M Access

Enable VMedia Access

Enable RADIUS Authentication: otmeTbTe 3T0 none ans aktmeauum ayteHTUdmnKaumm RADIUS.
Server Address: IP-agpec cepsepa RADIUS.

Port: Homep nopTta cepsepa RADIUS.

Secret: naposnb Man Koy ayteHTUdMKauum cepsepa RADIUS.
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Enable KVM Access: oTmeTbTe 3T0 nose A/1a akTuBaumm goctyna K cepsucy KVM ansa nonb3osaTtenen,
ayTeHTudmuUnposBaHHbix 8 RADIUS.

Enable VMedia Access: oTMeTbTe 3TO Nnose Ans akTueauumn AocTyna K cepsucy VMedia ans
nonb3oBaTenen, ayTeHTuunuUmMpoBaHHbIx B RADIUS.

5.3.3.2 Advanced RADIUS Settings (PaclwumpeHHbie HacTpoinkn RADIUS)

JaHHaA cTpaHuMua NnpeHasHadYeHa Ansa A0NoJHUTE/IbHOW HacTpPoKu asTopm3saummn RADIUS.

Advanced RADIUS Settings

RADIUS Authorization

Administratox

H=4

Operator

H=3

Usex

H=2

Ho Access

H=0

Administrator: HacTpolika AamuHucTpaTopa ¢ VSA.
Operator: HacTpolika OnepaTtopa c VSA.

User: HacTpoitka Onepatopa c VSA.

No Access: HacTpoliKa OTKasa B 4OCTyne.

5.4 KVM Mouse Setting (Hactpoiiku mbiwumn KVM)

YpanéHHaa KOHCO/1b MO3BOJIAET BbINOJHUTb 3MYAALMIO MbILIW U3 TIOKASIbHOIO OKHA Ha YAaNEHHbIN
3KpaH O4HMM U3 TPEX METOL,0B.
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KVM Mouse Setting

Mouse Mode Configuration

Mouse Mode

Relative Positioning (Linux)
° Absolute Positioning (Windows)

Other Mode (SLES-11 0S5 Installation)

Relative Positioning (Linux): npu Bbibope 3TOro pexknma Ha yCTPOMCTBO OTMPABASAIOTCA AaHHblE O
PacYETHOM OTHOCUTE/IbHOM U3MEHEHUWN NONOKEHWUA MbILLW.

Absolute Positioning (Windows): npu Bbibope 3TOro pexkmma Ha yCTPOMCTBO OTNPaBAAOTCA AaHHbIe
0 PACcYE€THOM abCONOTHOM NONONKEHUM MbILLIN.

Other Mode (OC SLES-11 Installation): npu Bbi6ope 3TOro pexkmma Ha yCTPOMCTBO OTNPABAAIOTCA
[laHHbIe O PACYETHOM CMELLLEHUM MONOKEHWUA MbILIM OTHOCUTENbHO LLEHTPA/IbHOTO MOIOKEHUSA.

5.5 Log Settings (HacTpoiiku xXypHana)

[aHHaa cTpaHuua npeaHasHavyeHa ANAa KOHOGUIypPUPOBAHMA HACTPOEK KypHana.
Log Settings

& o

SEL Loz Settings Policy Advanced Log Settings

5.5.1 SEL Log Settings Policy (MoanTuKa HacTpoeK KypHana)

[laHHaA cTpaHuMua npegHasHayeHa Ansa KoHGUrypupoBaHUA NOSIUTUKN BELEHUA KYPHANa cobbITU.

SEL Log Settings Policy

# Home Settings Log Settings SEL Log Settings Folicy

Log Policy
Linear Storage Policy

° Circular Storage Policy
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Linear Storage Policy: gaHHasa onuumAa aKTMBMpPYET NPUHLUN MHEMHOrO XpaHeHUA cobbiTuin B
KYpPHane cobbiTUi.

Circular Storage Policy: faHHaA onumA akTMBUPYET NPUHLAN LLUKANYHOTO XPaHEHUA cObbITUIA B
KYpPHane cobbITUNA.

5.5.2 Advanced Log Settings (PacwuMpeHHble HacTPOIKK KypHana)

JaHHaA cTpaHMua npefiHasHayeHa ana KOHOUrypupoBaHUA pacllMPEeHHbIX HAaCTPOEK KypHana.
Advanced Log Settings

# Home Settings Loz Settings Advanced Loz Settings

System Log
Local Log
Eemote Log

Poxrt Type
UDP TCP

File Size

20000

Rotate Count

0

Eemote Log Sexrver

Remote Sexwver Port

0

Enable Audit Log

System Log: BkAOYEHME AAHHOrO JIora akTUBMPYET 3aNnucb CUCTEMHOTO /10ra AN NPOCMOTpPa BCex
CUCTEMHbIX COBBITUIA.

Local Log: BkAtoueHWE AaHHOMO 10ra akTUBMUPYET 3anuncb 10roB IoKanbHO B BMC.

Remote Log: BKNtOYUEHME JAHHOMO 10ra aKTMBUPYET 3anmcb IOrOB HA YAANEHHOM MaLUMHe.

Port Type: BbI60Op TMNa nopTa AOCTYNEH NPW AaKTUBALMM YAANEHHOIO N0TMPOBaHMA. TaKXkKe ecTb
BO3MOXHOCTb Bbl6opa UDP/TCP B cooTBeTCTBMM C TpeboBaHUAMM.

File Size: ecnu BbIOpaHO NOKaNbHOE NOrMPOBaAHUE, YKaXKUTe pa3mep daina B 6anTax. Pasmep
BapbupyeTca ot 3 o 65535.

®ainnbl XKypHanoB YepeayloTCcA, KOrga UX pasmep NpesbIaeT yKa3aHHble 6aliTbl ¢ y4ETOM
nocneaHero nHTepsana potauum (1 muHyTa).
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Rotate Count: Koraa norv npeBbIWatoT YKa3aHHbIN pasmep daina, cTapble 10rM aBTOMATUYECKN
nepemeLLaeTcs B pe3epBHble Konun GpanioB Ha OCHOBE 3HAYEHUs CHETYMKA poTaumn. Ecnm cuétumk
poTaLuUmM paBeH HytO, CTapad MHGOPMaLLMA KypPHaaa KaxKabln pa3 nepesanncoblBaeTca. 3HadeHne
CYETYMKA pOTaLUM AOMKHO 6bITb O nan 1.
Remote Log Server: yKaxuTe agpec yaan€HHOro cepsepa 4/1A IOrMpoBaHUA CUCTEMHbIX COObITUIA.
Appec cepBepa nogaep’KUBaeT cnegyowme popmarbl:

e |P agpec (Ob6a dopmara: IPv4 un IPv6).

e QDN (Fully qualified domain name) ¢popmar.
Remote Server Port: ykaxkute Homep nopTa yaanéHHon malwmnHbl. BAKHO: npu ycTtaHOBKe Homepa
nopta 0 6ygeT ycTaHOBAEH HOMeP NopTa NO ymondYaHuto. Homep nopta no ymonyaHuto — 514,
Enable Audit Log: BK/1toueHMe AaHHOrOo 1ora akTMBUPYET 3anucb CODbITUIA NMOAK/IIOYEHMSA K CEPBEPY.

5.6 Media Redirection (HacTpoiiku nepeHanpasaeHmMa megua)

JaHHaA cTpaHMUa MCNOMb3YeTCa ANA HAaCTPOMKKU CpeacTB nepeHanpasaeHns meamna 8 BMC.

Media Redirection

# Home Settings Me 1 Redire

5.6.1 General Settings (O6wme HacTpoOIKHM)

[aHHaA cTpaHULA MCNonb3yeTca ANAa KOHPUrypmpoBaHua obLmMX HAaCTPOEK CpeacTB nepeaayn.
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General Settings

A Hona Sattings Nedia Redirection

al Settings

Local Media Support

Remote Media Support

Mount CD/DVD

Server Address for CD/DVD Images

Path in server

Share Type for CD/DVD

nfs

Domain Name

Username

Password

cifs

Same settings for Harddisk Images

Mount Harddisk

Retry Interval

15

Retry Count

Iiilllla!!!ll

cepBepbL.TPUHUTU.PEP

Local Media Support: otmeTbTe 310 nose and
aKTUBaALUM NOAAEPKKU JIOKANbHbIX Megua.
Remote Media Support: otmeTbTe 370 nose Ans
aKTUBaLUM NOAAEPKKU YAANEHHbIX Meaua.
Mount CD/DVD: oTmeTbTe AaHHOe nose Ana
noacoeauvHeHUA BUPTYaNbHOro npueoaa
CD/DVD.

Server Address for CD/DVD Images: none ans
BBOJA ajpeca cepBepa, HA KOTOPOM XpPaHUTCA
obpas CD/DVD.

Path in server: none gna BBoga nyt K
MOHTUPYEMbIM MeAuna Ha cepsepe.

Share Type for CD/DVD: Bbi6op THNa
noakntodeHns (NFS wnm CIFS).

Domain Name: npu Bbibope CIFS 310 none cayxut
ONA BBOAA UMEHU lOMeHa.

Username: npwu Bbi6ope CIFS 310 none cnyut
ONA BBOAA UMEHM NOSIb30BaTeNA.

Password: npwu Bbi6ope CIFS 3To none cnyut ann
BBOA2A Napons.

Same settings for Harddisk Images: otmeTbTe 31O
nose, ecin XoTUTE UCMONb30BaTb Te XKe
HACTPOMKM, YTO M ANA NOACOEANHEHMA OCTA/IbHbIX
BWA0B AWNCKOB.

Mount Harddisk: otmeTbTe 31O none gnA
nogcoegmHeHna obpasa KECTKOro gucKa.

Retry Interval: yKaxuTte nutepsan nostopa ot 15
00 30. 3HayeHne no ymonyanuto — 15,

Retry Count: yKaxunte KonnyecTtso NoBTopos OT 3
00 6. 3Ha4YeHne No ymonvaHumiwo — 3.

5.6.2 VMedia Instance Settings (Hactpoiiku VMedia)

[laHHaA CTpaHMLA MCNOMb3YeTCa A1 HAaCTPOWMKM YCTPOMCTBA BUPTYaNbHOTO CPeacTBa nepesaym.
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VMedia Instance Settings

# Home Settings Media Redirection WMedia Instance Settings

CD/DVD device instances

1 v

Haxrd disk instances

1 v

Remote EVM CD/DVD device instances

1 v

Remote EWM Hard disk instances

1 v
Emulate SD Media as USB disk to Host

Power Save Mode

CD/DVD device instances: KONMYeCcTBO BUPTYas/ibHbIX NMPUBOAOB, NOAAEPHKMBAEMbIX NPU
nepeHanpas/ieHNUM BUPTYyanbHbIX Megma.

Hard disk instances: KosnyecTBo BMPTYa/ibHbIX }KECTKMX ANCKOB, NOAAEPKUBAEMbIX NpPU
nepeHanpas/ieHUM BUPTYyaabHbIX Megma.

Remote KVM CD/DVD device instances: KONM4ecTBO BUPTYasIbHbIX KECTKUX AMUCKOB,
noAanepKMBaeMbIX NpPU NepeHanpasieHUM BUPTYaANIbHbIX Meaua.

Remote KVM Hard disk instances: KonnyectBo BUPTyanbHbIX XECTKMX ANCKOB, NOAAEPHKNBAEMbIX
npu nepeHanpaBAeHUM BUPTYaNbHbIX HOCUTENEN.

Emulate SD Media as USB disk to Host: moHTUpoBaHue SD Meaua kak USB.

Power Save Mode: aaHHas onuusa BkaodvaeT Power Save Mode 8 BMC.

5.6.3 Remote Session (YaanéHHasa ceccus)

[laHHaA cTpaHMLA MCNONb3yeTca ANA HACTPOMKM KOHPUrypauumn yaanéHHom ceccuu.
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Remote Session

# Home Settings Media Redirection Remote Session

KWM Single Port Application

Keyboard Language

Auto Detect (AD) -

Retxry Count

3

Retry Time Interval (Seconds)

10
Sexver Monitor OFF Feature Status

Automatically OFF Sexver Monitor, When KVH

Launches

KVM Single Port Application: OTmeTbTe 370 Nosie ANa akTUBALMK NOAAEPMKKM OZHOTO NOpTa NpU
ncnonb3oBaHun JViewer (Java KVM). Mpun nameHeHUn 3Toi HacTpoiikn ceaHcbl KVM 1 VMedia byayTt
nepesanyuieHbl. Echv aTa noaaep)kka BKAtoYeHa, ceaHe KVM He ByaeT ncnonb3oBaTb CBOM
BblAENEHHbIN NOpT, T.K. N ceTeBon ceaHc (Web), u ceaHc KVM byayT ycTaHOBAEHbl TO/IbKO
yepes Beb-nopt. Ecnm ata nogaep:kka oTkAwueHa, ceaHcbl KVM n Web byayT ncnonb3sosaTb cBoU
COOTBETCTBYHOLLME BblAeNIEHHbIE NOPThHI.

Keyboard Language: naHHasa onuuma ncnonb3yeTca Ans BbIbopa A3bIKOB, NOAAEPKMBAEMbIX
KnasuaTtypon, Kak ana H5Viewer (HTML5 KVM), Tak u gna JViewer (Java KVM).

Retry Count: KonnMyecTBO NOBTOPHbIX MNOMbLITOK NoAKAOYeHUs npu cooe KVM. MoxeT bbiTb oT 1
[o 6.

Retry Time Interval (Seconds): faHHaA onuma ncnonb3yeTcs oA 3a4aHUA UHTEPBAa BPEMEHM
MeXKAay NONbITKaMM,

Server Monitor OFF Feature Status: OTmeTbTe 3TO Nosie 415 BKAOYEHUA ONUUN OTKAOYEHUA
MOHUTOpPA cepBepa npu 3anycke KVM.

Automatically OFF Server Monitor, When KVM Launches: otmeTbTe 3T0 nose 413 aBTOMaTUYeCKoro
OTKNOYEHNA MOHUTOpPaA cepsepa npu 3anycke KVM. Mpu coxpaHeHUM TeKylue NogKAYeHuA
KVM 1 nogKnouyéHHble BUPTyasibHble HOCUTENIN aBTOMATUMUYECKM 3aKPOIOTCA NpU BKAOYEHUN /[
OTK/IHOYEHUN OOHOrO MopTa UAWU BKAOYEHUU / OTKAOYEHUU WndpoBaHusa KVM.

5.7 Network Settings (HacTpoiiku cetn)

[aHHaA cTpaHuUa mMcnonb3yeTtca ana rmbkoi KoHGUrypauum HacTpoek ceTeBbix MHTepdercos BMC.



A TpUHUTH

Network Settings

# Home Settings

i

Hetwork Settings

Hetwork IP Settings

b~

Sideband Interface (NC-5I)

¥ o

Hetwork Bond Configuration

cepBepbL.TPUHUTU.PEP

Hetwork Link Configuration DS Configuration

5.7.1 Network IP Settings (Hactpoiiku IP-ceTn)

JaHHas cTpaHuUa ncnoab3yerca ana Hactpoek IP ceteBbix MHTepdencos BMC.

Network IP Settings

# fone  Setbimgs  Fatwork

B enablc Lan

LAN Interface

athl

MAC Address

Enable IPvi
Enable IPv4 DHCP

IPvd Address

10. 40.5. 116

IPvd Submet

255.255. 255.0

IPvd Gateway

10.40.5. 1

Enable TPv6
Ensble IPvG DHCP

IPvE Index

0

IPv6 Address

Subnet Prefix Length

0

IPvG Gateway

felil::

Enable VLAN

VLAN ID

0

VLAR Priority

0

Bond Interface: Bbi6op uHTepdeinca ana obbeanHeHUs.

Enable LAN: oTmeTbTe 370 Nose anA BKAKYEHMA noaaepku LAN ana
BbIOpaHHOro aganee KaHana.

LAN Interface: oTobparkeHune cnncka AocTynHbix nHTepdelicos LAN.
MAC Address: otob6paxeHne MAC- agpeca yCcTpoMUCTBa.

Enable IPv4: otmeTbTe 3TO none, 4ytobbl akTMBUpPOBaTh IPV4 ana
3a4aHHOro KaHana.

Enable IPv4 DHCP: otmeTbTe 3TO none AnA akTuBauuu noaaepskku IPva
DHCP gns 3agaHHOro KaHana.

IPv4-address: nose gna BBoAa cratudeckoro agpeca IPv4 ana
BbIOpaHHOro KaHana.

IPv4 Subnet: none ana BBoga macku noacetu IPv4 ana BbibpaHHOro
KaHana.

IPv4 Gateway: none gna BBoAa agpeca Wak3a no ymonvanuto IPv4 ana
Bbl6paHHOro KaHana.

Enable IPv6: oTmeTbTe 3TO nose ansa aktuBauuu IPv6 ansa 3agaHHoro
KaHana.

Enable IPv6 DHCP: oTmeTbTe 3TO noJsie 48 akTuBauMmn noanepku IPve
DHCP gna 3apaHHOro KaHana.

IPv6 Index: none gna BBoAa cTaTMyeckoro uHAekca IPve gna 3agaHHOro
KaHana.

IPv6 Address: none ana BBoga crtatndeckoro agpeca IPve ans
BbIOPAHHOro KaHana.

Subnet Prefix Length: none gna BBoga gnvHbl NpeduKca noacetn Ans
IPv6.

IPv6 Gateway: nosne ana sBBoaa agpeca wntosa ana IPve.

Enable VLAN: otmeTbTe 3T0 none Ans aktmsaumm nogaep»km VLAN ans

BbIOpaHHOro MHTepdelica.
VLAN ID: ngeHtudukatop ana koHpurypaumm VLAN.
VLAN Priority: npnoputeT gna koHpurypaumnm VLAN.
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A NuTtepdeiic ethl He ncnonbsyercs.

5.7.2 Network Bond Configuration (Hactpoiika 06beguHeHunn ceTeBbix MHTepdeiicoB)

JaHHaA cTpaHMUa MCNob3yeTca Ans ynpaBneHua obbegmnHeHua ceTeBblx UHTepdelicos BMC.

Network Bond Configuration

# Home Settings Hetwork Hetwork Bond Configuration

Enable Bonding
Auto Configuration

Bond Interface

ethi v

Bond Node

active—backup

Enable Bonding: BkatounTe AaHHy0 onumio, YTobbl pa3peLllnTb arperaumnio ceTeBbix MHTepPdEncos.
Auto Configuration: BkatoueHne gaHHOM oNUMKN KOHPUTYPUPYET MHTepdencbl aBTOMATUYECKMN.
Bond Interface: Bbi6op nHTepdeinca ana obbeanHeHUs.

Bond Mode: 3aecb oTobparkaeTtca pexxum paboTbl CBA3KM ceTeBbIX MHTepdencos. ITa onuma He
NoANEeXKUT HaCTPOIKe.

5.7.3 Network Link Configuration (KoHdurypauma coeguHeHunit uuteppeicos)

[laHHaA cTpaHuMLa MCNonb3yeTca A8 HAaCTPOMKM coeanHEHUI ceTeBbIX MHTepdericos BMC.
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Network Link Configuration

LAN Interface

eth0 v
Auto Hegotiation

Link Speed

1000 Mbps

Duplex Mode

FULL Duplex

HCSI Interface

Dizahled

LAN Interface: Bbibop ceTeBoro nHtepgerica BMC.

Auto Negotiation: BkatoueHne AaHHOW ONUUM NO3BONUT YCTPOMCTBY BbINONHATb aBTOMATUYECKYHO
HaCTPOMKY ANA AOCTUXNKEHUA HaUNyYLLero pexxmma paboTbl (CKOPOCTb U AyNAEKC) NO KaHany.

Link Speed: OTo6paKaeT TEKYLLYIO CKOPOCTb COEAUHEHMA.

Duplex Mode: OTobparkaeT Tekywmin pexkum aynnekca (Half Duplex naum Full Duplex).

NCSI Interface: OTob6pakaeT TeKywmi ctatyc uHTepdeiica NCSI.

5.7.4 DNS Configuration (KoHdurypauma DNS)

[laHHaA cTpaHuMua Ucnonb3yeTcsa ANa ynpasaeHus HacTpoikamum DNS.
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DNS Configuration

DHS Enabled

nDES Enabled

Host Name Setting
° Automatic Manual

Host Hame

THTHEG33ZL100004

BMC Registration Settings

BNC Interface:

ethl
Register BNC

Registration method:

Hsupdate DHCP Client FQDN ° Hostnane

BHC Interface:

ethl
Register BNC

Registration method:

Hsupdate DHCP Client FQDN ° Hostname

Eth0 TSIG Configuration
TSIG Authentication Enabled

Current TSIG Private File Info

Not Available

Hew TSIG Private File

Ethl TS5IG Configuration
TSIG Authentication Enabled

Current TSIG Private File Info

Hot Available

New TSIG Private File

Domain Setting

° Automatic Manual

Domain Interface

eth0_vd v
Domain Name Server Setting
° Automatic Manual

DES Interface

ethd v

IP Priority
Q v 1Pv6

Bce npasa 3awuwieHsl. AO « TPUHUTU COJIFOLLIHC». Cmparuya 39 uz 90
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DNS Enabled: otmeTbTe 370 none gna aktMeauum nogaepKku DNS.

mDNS Enabled: otmeTbTe 370 nose ana akTMeBauMm Noaaep»KkM mHoroagpecHoro DNS.

Host Name Setting: BbibepnTe aBTOMaTUYECKYHO UM PYYHYIO HAaCTPOWMKY.

Host Name: otobpakaeTca uma xocta ycTpoicTea. Ecnm BbibpaHa py4yHas HACTPOMKa XOCTa,
3agaliTe MMA XOCTa YCTPOMCTBA.

BMC Interface: oTo6paxaeT uma ceteBoro nHTepdeinca BMC, HacTpoiKn KOTOPOro NpuBEAEHbI
HUXKe.

Register BMC: peructpauua BMC npu nomoum BbiGpaHHOro mMeTtoda perncrpaumu.

Registration method: Bbi6op meToga perncrpauymm BMC (NSUpdate nan DHCP Client FQDN uau
Hostname).

TSIG Authentication Enabled: otmeTbTe 3T0 none ana aktuBaumm ayteHTUdUKaumm TSIG npu
peructpaumm DNS npu nomouwm NSUpdate. Ans Kaxkaoro nHtepdeiica LAN MoXKHO 3arpy3uTb
oTAaenbHble ¢pannbl TSIG.

Current TSIG Private File Info: oto6parkaetca nupopmauma o Tekywem TSIG-panne Bmecte ¢
AaTon/BpemeHeMm 3arpysKku (TONbKO ANs YTeHus).

New TSIG Private File: 3arpy3ka HoBoro TSIG-paina.

Domain Setting: sbibepuTe, byaeT M HacTpanBaTbCa UHTEPdENC JOMEHA BPYUYHYIO UK
aBTOMATUYECKMN.

Domain Interface: ykaxurte nHtepodeiic gomeHa.

Domain Name Server Setting: Bbibepute, 6yaet nu uHtepdpeinc DNS HacTpanBaTbCca BPYUHYHO UK
aBTOMATUYECKM.

DNS Interface: ykaxkute ucnosbayembiii MHTEpdENC.

IP Priority: ecan npuopuTeT IP paseH IPv4, TO MOXKHO ncnonb3osaTb 2 DNS-cepsepa — IPv4 1 1 DNS-
cepsep IPv6. Echm npmnopuTtet IP paBeH IPv6, TO MOXXHO ncnonb3osatb 1 DNS-cepsep IPv4 n 2 DNS-
cepsepa IPv6.

5.7.5 Sideband Interface (NC-SI) (Hactpoiiku nutepdeiica NC-SI)

[aHHaA cTpaHULA Ucnoab3yeTca AasA HAcTporKku nHtepderica NC-SI
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Sideband Interface (NC-SI)

# Home Settings Hetwork Sideband Interface (HC—SI)

HCSI Mode
e Auto Failovexr Mode

Manual Switch Mode

HCSI Intexface

ethl v

Package ID

Channel Humber

NCSI Mode: BbibepuTe OANH U3 ABYX PEXKMMOB NEPEKNOYEHMA NPU aBapun: aBToMaTuyeckoe (Auto
Failover Mode) nnm pydHoe (Manual Switch Mode).

NCSI Interface: Bbibepute nHTepdeinc ans HaCTPOMKH.

Package ID: BbibepuTe Package ID ana HacTponkm BbiIbpaHHOro HTepdeica.

Channel Number: Bbibepute Homep KaHana AN HaCTPOMKKU BbibpaHHOro nHTepdelica

5.8 PAM Order (Hacrpoiiku nopagka PAM)

[laHHas cTpaHuMLUa UCNOoNb3yeTcsa AN HAaCTPOMKM nopsaaka PAM gna ayteHTUdMKaumm
no/ib3oBaTens.
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PAM Order

# Home Settings FAM Order

PANM Authentication Ordexr

IFMI

LDAF

ACTIVE DIRECTORY

RADIUS

PAM Authentication Order: oto6paaeT cnMcok AocTynHbIXx moayneir PAM, noppep:knmBaembix
B BMC. [1na usameHeHus 3TOro nopsifika Ha*KMUTE 1 NepeTawmTe Heobxoamumblii moaynb PAM.

An

2)

3)

4)

PekomeHayeTcA MCNO/b30BaTb Pa3Hble MMEHA NOAb30BaTeNel AN1A Pa3HbIX MoAy el
PAM.

B cnyyae HeyaauHoOM ayTEHTUDMKALMN NPUYMHOMN OTKA3a MOXKET ObiTb
HeaeNCcTBUTeNIbHOE MMA MOJIb30BATENs AU HeLeNCTBUTEIbHBIN Napob.

B cnyyae oTKasa B ayTeHTUOMKaumm RADIUS mbl He CMOXKeM Y3HaTb, YTO ABAAETCA
HeJ0CTOBEePHbIM: UMA NOJb30BaTeNAa Uan naponb. CnefosaTesibHO, 3TOT OTKa3 Bceraa
PaccMaTpUBaETCA KaK OWMbKa HeAOCTOBEPHOIO MMEHW Nonb3oBaTens, a PAM
npobyeT Apyrue metoapl ayTeHTUDUKALUM.

Ecan AD copeprKuUT cekpeTHOe MMA No/b30BaTeNA, a Napoib — NYCTON, OTKA3 B
ayTeHTUdMKaumm Bcerga byaer paccmaTpmBaTbCA Kak owmnbKa HeA0CTOBEPHOrO
napona. B cnyyae Ownbku HepoctoBepHoro napona PAM He npobyeT apyrne meTtoapl
ayTeHTUdMKauumn. CnegoBaTtesibHO, PEKOMEHAYEM COXPaHATb AD B nocieaHem
MeCTOHaxoXaeHuu B nopaake PAM.

5.9 Platform Event Filters (®PunbTp cobbiTnii nnatpopmbl)
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®dunbTp cobbiTnii nnatdopmbl (PEF) BKAtoYaeT B ceba mexaHn3m HacTpoiikun BMC, no3BosatoLwmii
BblOMpPaTb N3bpaHHble AEUCTBUA MO COOOLLEHMAM O CODbITUAX, KOTOPbIE OH NOAYYUA NN
CreHepupoBan BHYTPEHHMMM CpeaCcTBaMU. DT AENCTBUA BKIOYAIOT B ce6A TakMe onepaLmn, Kak
OTK/IH0YEHME NMUTAHUA CUCTEMbI, COPOC CUCTEMBI, A TaKKe MHULIMMPOBAHME CUTHANA TPEBOTH.

Platform Event Filters

# Home Settings Flatform Event Filters
Event Filters Alert Folicies LAN Destinations

5.9.1 Event Filters (PunbTpbl cObbITHUI)

[aHHaa cTpaHMLUa NCNonb3yeTca ANA HACTPOMKKN GunbTpoB cobbiTUI. Ha 3TOM CTpaHMLLE MOXHO
NU3MEHUTb Unun fo6aBnUTb HOBbIN GUNLTP CObbITMIN. M0 ymonyYaHUo HacTpamBaeTcsa 15 nosuunii
dnnbTPOB CO6BLITUI N3 40 JOCTYNHDIX.

Event Filters

# Home Settings Flatform Event Filters Event Filters
O a1l ® Configured () UnConfizured
<] L] <) (<}
b PEF ID: 1 ’ PEF ID: 2 ’ PEF ID: 3 ’ PEF ID: 4
(Emabled) (Enabled) (Enabled) (Enabied)
when All Senszors when 411 Senzors when 411 Senszors when All Senszors
zwitches to any zwitches to any switches to any zwitches to any
zeverity zeverity zeverity zeverity
run Alert (1) & run Alert (2) & run Alert (3) & run Alert (4) &
OEM action OEM action OEM action OEM action
o o ) o
’ PEF ID: 5 ’ PEF ID: 6 ’ PEF ID: T ’ PEF ID: 8
(Emabled) (Enabled) (Emabled) (Enabled)
when All Senszors when 411 Senzors when 411 Senszors when All Senszors
zwitches to any zwitches to any switches to any zwitches to any
zeverity zeverity zeverity zeverity
run Alert (5) & run Alert (6) & run Alert (7) & run Alert (8) &
OEM action OEM action OEM action OEM action
o (] [} (<}
’ PEF ID: 9 ’ PEF ID: 10 ’ PEF ID: 11 ’ PEF ID: 12
(Emabled) (Enabled) (Emabled) (Enabled)
when 411 Sensors when 411 Sensors when 411 Sensors when 411 Sensors
switches to any switches to any switches to any switches to any
zeverity zeverity zeverity zeverity
run Alert (9) & run Alert (10) & run Adlert (11) & run Alert (12) &

OEM action OEM action OEM action OEM action
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OnAa HacTPOMKM GUNBTPOB COBBLITUI NO UMEIOLLIMMCA C/IOTaM HaxKMUTe Ha ¢unbTp (Aueikn PEF ID: #).

Event Filter Configuration

# Home  Settings ~ Flatforn Event Filters =~ Event Filters Evant Filter Configursti

Ensble this filter

Event severity to trigger

Any zeverity A
Event Filter Action Alert

Power Action

CEN Action A

Alert Falicy Group Humber

1 v

B rav vata

Generator ID 1

255

Generator ID 2

255

Generator Type

Slave Sof tware

Slave Address/Sof tware ID

Channel Hunmber

0 -

IPMB Device LUN

0 v

Senzor type

All Sensoxs ~

Senzor name

All Sensoxs -

Event Options

All Events v

Event trigger

255

Event Data 1 AND Nask

0

Event Data 1 Conpare 1

0

Event Data 1 Compare 2

0

Event Data 2 AND Mask

[

Event Data Z Compare 1

0

Event Data 2 Compare 2

0

Event Data 3 AND Nask

0

Event Data 3 Compare 1

0

Event Data J Conpare 2

0

o3

Enable this filter: otmeTbTe 370 None anA akTuBaumm HacTpoek PEF.
Event severity to trigger: Bbibepute ntobyto U3 cteneHen cepbE3HOCTU COObITUIN U3 CNUCKA.
Event Filter Action Alert: oTmeTbTe 37O no/se ANA aKTUBaLU MKW ONOBELLEHWUN.
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Power Action: BbibepuTte ntob60e 13 fencTBnin, cBA3aHHbIX C NMTaHMem (Power down (BbikntoueHue
cepsepa), Power reset (Topsayana nepesarpyska) uam Power cycle (XonoaHan nepesarpyska) ns
BblMajatoLLLero Cnmcka.

Alert Policy Group Number: BbibepuTe n1t060M HOMepP rpynnbl NOAUTUKM CpabaTbiBaHUA
CUIHaNM3auMn U3 BbiNaAaloLLEro CNMCKa.

Raw Data: otmeTbTe 3T0 none Ana 3anonHeHus nons Generator ID (ID reHepaTopa)
HeobpaboTaHHbIMW AAHHbIMM.

Generator ID 1: BBeanTe 3HaveHne aaHHbIX ID1 reHepaTopa Heo6pPabOTaHHbIX AaHHbIX.
Generator ID 2: BBeauTe 3Ha4YeHWe gaHHbIx ID2 reHepaTopa He0b6paboTaHHbIX AAHHbIX.
Generator Type: BbibepuTe reHepaTop cobbITMIA B KAYeCTBE afpeca BeEAOMOro YCTPOMCTBA, eCcn
cobbiTe creHepnposaHo us IPMB.

Slave Address/Software ID: ykaxuTe cOOTBETCTBYIOLLMIA agpec Beaomoro ycrpoinctsaa 12C uan ID
cuctemHoro MO.

Channel Number: BbibepuTe KOHKPETHbI HOMEP KaHasa, No KOTopomy byayT NocTynaTb coobLieHus
0 cobbITuAxX. Boibepute “0”, ecnmn coobuieHne 0 COObITUN NOYHYEHO YEPE3 CUCTEMHDIN MHTEpPdENC,
nepsuYHbIN IPMB, nnm OH creHepupoBaH BHYTPEHHUMM CpeacTBammn npm nomoum BMC.

IPMB Device LUN: Bbibepute LUN cooTBeTcTBytoLwero ycTpoiictea IPMB, ecnm cobbitue
creHepupoBaHo npu nomotun IPMB.

Sensor type: Bbibepute TMN AaT4yMKa, KOTOPbLI NPUBEAET K MUHULUMUPOBAHUIO AENCTBUA, 3a4aHHOTO
ana dunbtpa cobbITus.

Sensor name: BbibepuTe KOHKPETHbIM AAaTYMK U3 CMUCKA AATYMKOB.

Event Options: 3agaiiTe onumio cobbITUIM NGO KaK Bce cobbITUA, MO0 Kak cobbITUA, cneumduyHble
ONA AAHHOTO AATYMKa.

Event trigger: BBeante HeobpaboTaHHOE 3HaYeHUe cobbITUA / TMN NOKa3aHWNA.

Event Data 1 AND Mask: yka3biBaeT noAcTaHOBOYHbIE OUTbI UK CPaBHMBaEMble BUTBI.

Event Data 1 Compare 11 Event Data 1 Compare 2: yka3sbiBaeT, ABAAETCA 1N NO3ULMA KaxKaoro burta
TOUYHbIM CPaBHEHWEM WU HeT.

Event Data 2 AND Mask: aHanornyHo nosato flaHHble cobbiTus 1 1 macka.

Event Data 2 Compare 1 n Event Data 2 Compare 2: aHaformyHo nonsm JaHHble cobbitna 1
CpaBHeHue 1 1 laHHble cobbiTnA 1 CpaBHEHME 2 COOTBETCTBEHHO.

Event Data 3 AND Mask: AHanornyHo nonto [JaHHble cobbiTvA 1 1 macka.

Event Data 3 Compare 1 1 Event Data 3 Compare 2: aHanornyHo nonsm aHHble cobbiTns 1
CpaBHeHue 1 1 laHHble cobbiTna 1 CpaBHEHME 2 COOTBETCTBEHHO.

5.9.2 Alert Policies (MoanTuku onoseLeHnit)

[JaHHaA cTpaHuua MCno/sib3yeTcs A/1A HACTPOMKM MOJINTUK ONOBELLeHU ans KoHourypaumm PEF.
Ha aTol cTpaHuMLe MOXKHO A06aBUTb, YyAANUTb AN M3MEHUTb 3aNMUChb.
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Alert Policies

CepBepbLTPUHUTUA.PE

# Home Settings Flatform Event Filters #lert Policies
o ] L]
Q Group: 1 Q Group: 2 Q Group: 3 Q Group: 4
fdeotive) (Aetiva) (Aeotivel (Active)
Always send Always zend Always send Always zend
alert to this alert to this alert to this alert to this
deztination destination deztination destination
LAN Channel: 1 LAN Channel: 1 LAN Channel: LAN Channel: 1
o ] o
Q Group: 5 Q Group: 6 Q Group: T a Group: B
{dctive) (detive) {dctive) (dctive)
Always =end Always zend Always send Always =end
alert to this alert to this alert to thiz alert to this
deztination destination deztination destination
LAN Channel: 1 LAN Chamnel: 1 LAN Channel: LAN Channel: 1
L) ] o
Q Group: 9 & Group: 10 Q Group: 11 Q Group: 12
{Active) {dctive) {Active) {Active)
Always send Always send Always send Always send
alert to this alert to this alert to this alert to this
destination destination destination destination
LAN Channel: 1 LAN Chamnel: 1 LAN Channel: LAN Channel: 1
) [>] ]
Q Group: 13 Q Group: 14 Q Group: 15 g Group: 1
(dctive) {Active) (Actived {Active)
Always zend Always zend Always zend Always zend
alert to this alert to this alert to this alert to this
deztination destination deztination destination
LAN Channel: 1 LAN Channel: 1 LAN Channel: LAN Channel: 8
Q ] o

L

Group: 2
{dctive)
Always =zend
alert to this

deztination

Group: 3
(detive)
Always send
alert to this

destination

Group: 4
{dctive)

blways send
alert to this

deztination

Group: 5
{dctive)
Always zend
alert to this

destination

LAN Channel: B LAN Channel: 8 LAN Channel: 8 LAN Channel: 8

[N HacTPOMKKN KOHOUTYpaLUM ONOBELLEHWNI B AOCTYMNHbIX CNOTaX HAaX*KMMUTe Ha rpynny MoanTmk
ornoBseLleHunn.
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Alert Policies

# Home Settings Flatform Event Filters #lert Folicies #lert Folicies

Alert Policies

Policy Group Humbexr

1 v
Enable this alert

Policy Action

Alwavs zend alert to thiz destination v
LAN Channel
1 v

Destination Selectorx

1 v

Event Specific Alert String

Alext String Key

Delete

Policy Group Number: oto6paxaeT Homep KOHOUTYPUPOBAHUA NOAUTUKN.

Enable this alert: otmeTbTe 310 Nose Ana akTMBaUMM AaHHOM TPyNnbl HACTPOEK OMOBELLLEHWA.
Policy Action: BbibepuTe ntoboe 13 3a4aHHbIX 3HAYEHU NONAUTUKM U3 CNIUCKA.

LAN Channel: BbibepnTe KOHKpPETHbIA KaHan M3 CNUCKA UMEKOLMXCA KaHaNoB.

Destination Selector: BbibepuTe KOHKPETHOro ajpecata M3 HAaCTPOEHHOrO 3apaHee CNUCKa.
Event Specific Alert String: oTmeTbTe 3T0 None Ana 3agaHua cneundruyHoOm 419 CoObbITUA CTPOKK
OnoBeLLEHUA.

Alert String Key: yKka3aTb, Kakaa cTpoka byaeT HanpaBaeHa Ana AaHHOW HaCTPOMKU NOUTUKK
OMOBELLEHN

5.9.3 LAN Channel (Agpecatbi LAN)

[aHHaA cTpaHuua Mcnosb3yeTcs A1a HacTpoiKkn agpecatoB LAN B HacTpoinkax PEF.
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LAN Destinations

# Home

Settings Flatform Event Filters

Select the LAN Channel 1 W

|~

N

g

g

LAN Channel: 1 |~
LiN Destination:

1

SHMF Trap

Sent To:

LAN Channel: 1 |~
LAN Destination:

5

SHMP Trap

Sent To:

LAN Channel: 1 |~
LiN Destination:

9

SHMP Trap

Sent To:

LAN Channel: 1 |~
LiN Destination:

13

SHMP Trap

Sent To:

L& Destinations

LAN Channel: 1
LiN Destination:
2

SHMF Trap

Sent To:

LAN Channel: 1
LiN Destination:
a}

SHMP Trap

Sent To:

LAN Channel: 1
LiN Destination:
1

SHMP Trap

Sent To:

LAN Channel: 1
LiN Destination:
14

SHMP Trap

Sent To:

|~

g

g

g

CepBepbLTPUHUTUA.PE

LAN Chamnel: 1 |~
LN Destination:

3

SHMF Trap

Sent To:

LAN Chamnel: 1 |~
LN Destination:

T

SHMP Trap

Sent To:

LAN Channel: 1 |~
LiN Destination:

11

SHMP Trap

Sent To:

LAN Chanmnel: 1
LiN Destination:
15

SHMP Trap

Sent To:

Bbibepute 06O NycTon cnoT ana HacTponkn agpecata LAN.

LAN Channel: 1
LAN Destination:
4

SMMF Trap

Sent To:

LAN Channel: 1
LAN Destination:
a

SMMP Trap

Sent To:

LAN Channel: 1
LiN Destination:
12

SMMP Trap

Sent To:
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LAN Destination Configuration

# Home Settings Flatform Event Filters LAH Destinations L4 Destination Configuration

LAH Channel

1

LAN Destination

1

Destination Type

° SHMP Trap E-Mail

SHMP Destination Address

BNC Usexname

Email Subject

Email Message

LAN Channel: otobpaxaeTt Homep KaHana LAN gns BblbpaHHOro cioTa (To/IbKO YTeHue).

LAN Destination: otobparkeHne Homepa LAN KaHana, no KOTOPOMY OTAat0TCA ONoBeLLEHNS (TONbKO
yTeHue).

Destination Type: BbibepuTe oaAnH U3 ABYX TUNoB onoseleHnii (SNMP Trap uaum E-Mail).

SNMP Destination Address: Tvnom agpecaTta moxeT 6bITb 1M60 SNMP Trap, nMbo onoseleHme no
3NeKTPOHHOM noyTe. B cnyyae onoseLLeHNs NO 3/1EKTPOHHOM NoYTe HEOHXOAMMO 3aMN0/IHUTL YETbIpe
nonAa: Aapec nyHKTa HasHavyeHma SNMP, Uma nonbsosatena BMC, Tema nucema n Teno nucbma. B
cnyyae SNMP Trap Heob6xoaumo yKka3aTb TosibKo Agpec SNMP agpecaTa.

BMC Username: B c/iy4yae TMna onoselleHma E-mail BbibepuTe nonb3oBaTens, KOTOPOMY HEOH6X0AMMO
HanpaBuTb coobLieHue.

Email Subject n Email Message: ecnm B KayecTBe TUNa MyHKTa Ha3Ha4yeHMA BblOpaHO
HanpaB/iieHWe ONOBELLEeHUA MO 3/1IEKTPOHHOM MoYTe, 3T NoAA HeobXxoaMMO 3aNONHUTL.
CooblieHMe HanpaBAAeTCA Ha YKa3aHHbIA B HAaCTPOWMKaXxX afpec 31eKTPOHHOM NOYTbl NONb30BaTENA B
cny4vae cobbITU N1t0OOM CTENEHM TAXKECTU C TEMOI, YKa3aHHOM B none Tema Nnucbma, B KayecTBe Tena
COODOLLEHNA OHO COAEPHKUT AaHHbIE, YKa3aHHble B nose Teno nucbma. 3T1 Noas He NPUMEHMMbI ANA
nosab3oBaTesiel 31eKTPOHHOM noyTbl opmaTa AMI.
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5.10 Services (Cepsucbi)

[aHHaA cTpaHuUa Mcnosib3yeTcs 418 oTobparKeHMa OCHOBHOM MHbOpPMaLUM O cepBUCaX,
peanunsyembix 8 BMC.

Services

# Home Settings Services
Sexvice = Status = Intexfaces = Secure Poxt = Timeout = Maximum Sessions =
web hotive both 443 1200 20 _
kvn Aotive both 443 1800 4 _
cdmedia hetive both 443 u/h 1 _
hd-media Aotive both 443 /A 1 _
ssh hetive HA 22 600 5 _

Service: oTobpaykaeT uma cepsuca 15 BbIBPaHHOro NyHKTa (TONBKO YTEHME).

Status: oTobpakaeT TeKywWMi cTaTyC cepBuca (aKTMBHOE WM HEAKTUBHOE COCTOSIHME).
Interfaces: oto6parkaet nHTEepdenc, No KOTOPOMY BbINONHAETCA CEPBUC.

Secure Port: oTo6pakaeT Homep 3aLMLWEHHOrO NOpTa CepBUCA.

Timeout: oTob6parkaeT 3HaYeHME BPEMEHU OXKUAAHWA CEPBUCA.

Maximum Sessions: oTobparkaeT MakCMMasibHOe KOJIMYECTBO Pa3peLLEHHbIX CEAaHCOB A1A cepBuca.

MPOCMOTP aKTUBHbIX CEAHCOB — HaKMuTe 3Ha4YOK

JlaHHaA cTpaHULa UCNOoNb3yeTca ANA NMPOCMOTPa cBeAeHUn 06 aKTUBHbIX ceaHcax A1a AaHHOro
cepsuca.

Service Sessions

# Home Settings Services Service Sessions

Active Seszion — Web

Seszion ID ¥ Session Type ¥ User ID = Usexr HName » Client IP % Privilege 5

—5873R9948 Yeb HTTES 2 adnin 0.0.5.7 Adninistrater u

Session ID: oTo6pakaeT ID aKTUBHbIX CEaHCOB.
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Session type: oTobparkaeT TMN aKTUBHbIX CEAHCOB.
User ID: otobparkaet ID nonb3osatens.
User name: oTo6parkaeT UMA NONb30BaTeNs.

CepBepbLTPUHUTUA.PE

Client IP: oTo6paxaeT IP-agpeca, KoTopble yKe HAaCTPOEHbI A4/19 aKTUBHbIX CEaHCOB.
Privilege: otobparkaeT npusmnernn goctyna ansa nonb3osatens.

nperaLIJ,EHMe CeéaHca: HaXXmuTe 3H3‘-IOKE ANnAa npeKkpaweHna KOHKPeETHOro ceaHca cepsuca.

PefaKTMpPOBaTb CYLLECTBYIOWMIA CEPBUC — Haxmute 3HauoK

[aHHaA cTpaHMLA UCNONb3yeTcA ANSA PeAaKTMPOoBaHMA BbIbpaHHOro cepeuca.

Service Configuration

Service Hame

web

Active

Intexrface Hame

both

Secure port

443

Timeout

1200

Maximum Sessions

20

Service Name: otobparkaeT uma cepsuca
BbIBpaHHOro NyHKTA.

Active: oTmeTbTe 3TO NoJsie oA BKAOYEHMUA
cepsuca.

Interface Name: Bbibop ceTeBoro
NHTepdenca n3 cnncka NnopTa ANA HACTPOMKM.
Secure port: yCTaHOBKA 3alLMWEHHOrO NopTa
ANA cepsBuca.

Timeout: HacTpoiKa BpeMeHU OXUAaHUA
CeaHca Npw BbINOJIHEHUW CepBUCa.
Maximum Sessions: oTo6parkaeT
MaKCMMaibHOE KOJIMYECTBO pPa3peLlEHHbIX
CEeaHCoB A/1A cepBuca.

5.11 SMTP Settings (Hactpoitku SMTP)

[laHHas cTpaHMUa UCMONb3YETCA A/1A BbINONHEHUsA HacTpoek SMTP ycrpolicTsa.
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SMTP Settings

LAH Interface

ethl w

Sender Email ID

Primary SMTP Support

Primary Sexrver Hame

Primary Sexrver IP

Primary SNTP port

2h

Primary Secure SNTP port

4645
Primary SMIP Authentication

Primary Username

Primary Password

Primary SMTP SSLTLS Enable

Primary SMTP STARTTILS Enable

Secondary SMTP Support

LAN Interface: oTobparkaeT cnnMcoKk nmetoumxca KaHanos LAN.

Sender Email ID: BBeguTe AeNCTBYIOLLYIO 3/IEKTPOHHYIO NOYTY, C KOTOPOM ByAeT ocyLLecTBAATLCA
oTnpaska SMTP-coobuieHuir.

Primary SMTP Support: oTmeTbTe 3TO none gna aktmeauum nogaepkm SMTP ana BMC.
Primary Server Name: BBegute nms cepsepa SMTP.
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Primary Server IP: BBeaute |IP-agpec cepsepa SMTP.

Primary SMTP port: ykasatb nopt SMTP.

Primary Secure SMTP port: ykasaTtb 3alWMLWEHHbIA NOPT SMTP.

Primary SMTP Authentication: otmeTbTe 370 none, 4tobbl paspewnts SMTP-ayTeHTUPUKaLMIO.
Primary Username: BBeguTe MMA NoNb30BaTeNA ANA A0CTyNa K YYETHbIM 3anmucam SMTP.

Primary Password: BBeauTe naponb ana Y4ETHOM 3anmcn nonb3osatena SMTP.

Primary SMTP SSLTLS Enable: otmeTbTe 370 none ansa akTuBauum npoTokosia SMTP SSLTLS
Primary SMTP STARTTLS Enable: otmeTbTe 3TO none ansa aktmsaumm npotokona SMTP STARTTLS.
Upload SMTP CA Certificate File: saHHoe none 6yger AOCTYNHO, €CM AaKTUBMPOBAHA GYHKLMA
SMTP SSLTLS Enable nnu STARTTLS Enable, gaHHOe none ncnonb3yerca ans 3arpysku damnna
ceptudmKara.

Upload SMTP Certificate File: naHHOe none byaeT 4OCTYNHO, ecnv aKTUBUpPOBaHa PpyHKUMA SMTP
SSLTLS Enable nnun STARTTLS Enable, gaHHOe none ucnonb3yetca Ana 3arpysku daiina ceptuduKaTa.
Upload SMTP Private Key: naHHoe none 6yaeTt AOCTYyNHO, eCnv akKTUBMpOBaHa ¢pyHKUMA SMTP
SSLTLS Enable nnu STARTTLS Enable, gaHHOe none ncnonb3yeTtca ans 3arpysku ¢aina ceptuduKara.
Secondary SMTP Support: oTmeTbTe 3TO None ANA aKTUBaLUMM NoAAEPKKM A0NOHUTENbHOro SMTP.
BkntoyeHWe 4aHHOro Noas NO3BOAMUT UCNO/Ib30BaTb BTopo SMTP-cepsep.

5.12 SSL Settings (HacTpoiiku SSL)

JaHHaA cTpaHMUa MCNoAb3yeTcs AN HAacTPOMKU KoHuUrypauum ceptuduKkaTa SSL ana BMC.

# Home Settings SSL Settings

SSL Settings

K ot

ew SSL certificate Generate SSL certificate Upload SSL certificate

5.12.1 View SSL Certificate (MpocmoTtp ceptudpukara SSL)

[aHHas cTpaHMUa NCNoNb3yeTcs ANA NPOCMOTPA 3arpy*KeHHoro ceptudmkaTa SSL B npurogHom ans
yTeHuAa popmare.
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View SSL Certificate

Current Certificate Information

Certificate Version

3
3

Serial Number

TC2D3EBBCODC302A3916280A720EBI64FAE1497C

Signature Algorithm

RSAEncryption

Public Key

(2048 bit

Issuer Common Name (CN)
megarac. com

Issuer Organization (0)
American Megatrends International LLC (AMI)
Issuer Organization Unit (OU)
Service Processors

Issuer City or Locality (L)
Norcross

Issuer State or Province (ST)
Georgia

Issuer Country (C)

Us

Issuer Email Address

support@ami. com

5.12.2 Generate SSL Certificate (FfeHepauua ceptudukara SSL)

[aHHaa cTpaHuMLUa NCNONb3yeTCA ANA reHepupoBaHuA cepTudmrKaTta SSL B COOTBETCTBUM C AaHHBIMM
KOHUrypauum.
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Generate SSL Certificate

# Home Settings 58L Bettings Generate S8L Certificate

Common Name (CN)
Organization (0)
Organization Unit (QU)
City or Locality (L)
State or Province (ST)
Country (C)

Email Address

Valid for

Key Length

2048 bits N

Logged—In Password

Common Name (CN): obuiee nms, Ha KOTopoe reHepupyeTca cepTudmKar.
Organization (O): nmAa opraHM3aumMm, Ha KOTOpOe reHepupyeTca cepTudmkar.
Organization Unit (OU): uma noapasaeneHma B cocTaBe BCeM OpraHM3aumm, Ha KOTopoe reHepupyertca
cepTudmKar.

City or Locality (L): ropoa unu HacenéHHbIN NYHKT OpraHu3aLmu.

State or Province (ST): wTaT nan NpoBUHLMA OpraHn3aumu.

Country (C): Koa, cTpaHbl OpraHM3aLun.

Email Address: agpec 31eKTPOHHOM NOYTbI OpraHM3aumu.

Valid for: cpok ageincreua ceptudukara.

Key Length: 6utoBOE 3HaYeHMe ANNHbI KNtoda cepTudmKaTa.

Logged-In Password: BBegMTe Napo/ib OT Y4ETHOM 3annCK, NOA KOTOPOM OCYLLECTBNEH.
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Ha paHHOW cTpaHuLe NnpMBOAUTCA NPOCTOM METOoA, A/ FeHepnpoBaHMA cepTudmKaTa
A SSL. 3T0T cepTUdMKaT He BblAAETCA AoBepPeHHbIM CepBepom cepTudmkaTtos. Mpu

HEeobXoAMMOCTUN AOBEPEHHbIN CEPTUDUKAT MOXKHO 3arpy3nTb CaMOCTOATE/NbHO.

- /

5.12.3 Upload SSL Certificate (3arpy3utb ceptudpurar SSL)

JaHHaA cTpaHMUa UCNONb3yeTcA ANA 3arpy3ku ceptuduKkaTa n panna 3akpbiToro kawda 8 BMC.

Upload SSL Certificate

# Home Settings S8L Settings Uplead S8L Certificate

Current Certificate

Thu Jan 23 17:34:33 2025

New Certificate

Current Private Key

Sat Aug 17 23:43:22 2024

New Private Key

Logged—In Password

B Save

Current Certificate: oTobparkaeT Tekywmit cepTMdUKaT, AaTy U BPEMA Ero 3arpy3kun (TONIbKO YTEHME).
New Certificate: naHHOe none nNo3BonseT 3arpy3nTb HOBbIN cepTUdMKaAT (pacwmnpeHrme dpaiina .pem).
Current Private Key: oTo6pakaeT MHopmMaLmio 0 3aKpbITOM K/toue (TONbKO YTeHUe).

New Private Key: faHHOe nose N03BOAAET 3arpy3nTb HOBbIN CEKPETHBIN KAtou (pacwmpeHune daina
.pem).

Logged-In Password: BBegMTe Napo/ib OT Y4ETHOM 3aNnUCK, NOL KOTOPOM OCYLLECTBNEH BXOL

5.13 System Firewall (CuctemHbit 6paHgmayap)
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[aHHaa cTpaHWua npegHa3Ha4yeHa ANA BbINOAHEHUA HacTpoek GpaHgmayaspa. lNpasuna
6paHaMayspa MOXKHO 3a4aTb Kak ana ogHoro IP-agpeca, Tak 1 gna paga |IP-agpecos, a Takxe
KOHKPETHbIX HOMEepPOB NOPTOB.

System Firewall

# Home Settings System Firewall

a o 0

General Firewall Settings IP Addressz Firewall Rules Port Firewall Rules

5.13.1 General Firewall Settings (O6wue HacTpoiKku 6paHgmayapa)

[aHHasn cTpaHMUa ncnonb3yertcsa Ans A06aBAeHMNA HOBbIX U MPOCMOTPA YrKe CYLLECTBYIOLWMX HAaCTPOEK
6paHamayapa.

General Firewall Settings

# Home Settings Firewall General Firewall Settings

0 +

Existing Firewall Settings Add Firewall Settings

Existing Firewall Settings: naHHanA cTpaHuMUa ncnonb3yeTca ana otobparkeHna gobaBneHUA HaCTPoeK
6paHamayapa.
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Add Firewall Settings: naHHaA cTpaHuMuUa ncnonb3yeTtca ansa obasneHUa HacTpoek bpaHamayapa.

Add Firewall Settings

# Home Settings Firewall General Firewall Settings Add Firewall Settings

Block All

IPv4 v
Flush All
Timeout

Start Date
Start Time
End Date

End Time

Block All: saHHas onuma no3sonsaeT 3ab610KkMpoBaTh Bce Bxoasuwme IPv4, IPv6 nnn oba tmna, a Takxe

nopTbl.
Flush All: aaHHbIN NapameTp MCNONb3YEeTCA ANS YAA/IEHUA BCEX CYLLECTBYIOWMX NPaBUI CUCTEMHOIO
6paHamayapa.

Timeout: AaHHaA onuMA MCNOb3YeTCA ANA BKAOYEHUA\OTKAOUYEHMA BNOKUPOBKM C BDEMEHHbIM
MHTEpPBA/IOM.

Start Date: gata Ha4yana paboTbl HACTPOIKK BpaHamayapa.

Start Time: Bpemsa Hauyana paboTbl HACTPOMKKM bBpaHamayspa.

End Date: gaTta oKOH4YaHUA paboTbl HACTPOIKK BpaHamay3pa.

End Time: Bpema oKOH4YaHMA paboTbl HACTPOMKKN bpaHamayapa.

5.13.2 IP Firewall Rules (Mpasuna 6paHamayapa)

[laHHasA cTpaHuua ncnonbsyetcsa Ans AobasneHns Hosoro IP-agpeca Man ananasoHa K HaCcTpoMKam
6paHamayapa.
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IP Firewall Rules

A Home Settings Firewall IP Firewall Rules

O +

Existing IP Rules Add New IP Rule

Existing IP Rules: gaHHaa cTpaHuMua Ucnonb3yeTca gna OTOOparkeHus cywecTsytowmx npasun IP.
Add New IP Rule: gaHHana cTpaHuua ucnosb3yetca ana aobasneHuns npasuna IP.

Add IP Rule

A Home Settings Firewall IP Oriented Firewall Rules idd IP Rule

IP Single (or) Range Start
IP Range End

Enable Timeout

Start Date
Start Time
End Date
End Time

Rule

Allow v

IP Single (or) Range Start: naHHOe none Ucno/sb3yeTcs ANA YKa3aHMA KOHKpeTHoro IP-agpeca nnum
Hayana ananasoHa IP-agpecos.

IP Range End: naHHOe none ncnonb3yeTca ANA YKa3aHUA KOHUA AmanasoHa IP-agpecos.

Enable Timeout: faHHas onuma cnonb3yeTca ANs BKAOYEHUA\OTKIOUYEHUA BPEMEHHOIO MHTEpBana.
Start Date: gata Havyana paboTbl npasuaa bpaHamayapa.

Start Time: Bpems Havyana paboTbl NpaBuna GpaHamayspa.

End Date: gata okoH4YaHuMA paboTbl Npasuna bpaHamayspa.
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End Time: Bpemsa okoHYaHuA paboTbl NpaBuna bpaHamayspa.

5.13.3 Port Firewall Rules (MpaBuna 6paHgmayspa nopra)

[laHHas cTpaHWUa Ucnonb3yeTca Ana AobasneHMA HOBOro MopTa WAM AManasoHa K HacTpoMKam
6paHamayapa.

Port Firewall Rules

# Home Settings Firewall Fort Firewall Rules

o +

Existing Port Rules Add New Port Rule

Existing Port Rules: naHHaA cTpaHuLa ncnonb3yetca Ansa oTobparkeHUA CyLwecTBY WX NPaBu
nopTa.

Add New Port Rule: naHHas ctpaHuua ucnosnb3yetca Ana otobpaskeHusa AobaBieHUs HacTpoekK
npasua nopra.

Add Port Rule

# Hone Settings Firewall Port Oriented Firewall Rules Add Port Rule

Port Single (or) Range Start
Port Range End
Protocol

TCP v

Network Type

IPv4 v
Enable Timeout

Start Date
Start Time
End Date
End Time

Rule
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Port Single (or) Range Start: faHHOe none Ucno/sb3yeTca A1A YKa3aHUA KOHKPETHOro nopTa uam
AnanasoHa NnopTos.

Port Range End: faHHOe none Ucnosb3yeTca A/1A YKa3aHMA KOHLUA AMana3oHa NopToB.
Protocol: naHHOe nosie Mcnonb3yeTca ANA HaCTPOMKM MPOTOKONA.

Network Type: gaHHOe none Mcnonb3yeTca A5 HACTPOMKKU TUNA CeTW.

Enable Timeout: aaHHas onuusa UCNonb3yeTca ANA BKAOYEHUA\OTKNOYEHUA BPEMEHHOTO MHTEpPBana.
Start Date: gata Hauyana paboTbl NpaBuaa bpaHamayapa.

Start Time: Bpems Hayana paboTbl NpaBuna bpaHamayspa.

End Date: gaTta oKoH4YaHus paboTbl NpaBuaa 6paHamayapa.

End Time: BpemAa okoH4YaHMA paboTbl NpaBuna bpaHgmayapa.

Rule: gaHHoe none ucnonbsyetca ana onpegenerHuna npasuna — Allow (PaspewnTs) unam Block
(Bnokuposatb).

5.14 User Management (YnpasneHue nonb3oBaTensamm)

Ha gaHHo cTpaHuMLe oTobparkaeTcs TEKYLWMIA CNMCOK NoNb3oBaTenen cepsepa. MoxKHo 06aBUTb
HOBOTO NO/1b30BaTENA U USMEHWUTb UAWN YAA/INTb CYLLECTBYIOLLMX MONb30BaTENEN.

User Management # Home ©  Settings Nanagement
Channel 1 v
(<] o
(] Channel 1 (] Channel 1 (] Channel 1 9 Channel 1
- 1 - 2 adnin - 3 -,

anonymous ‘Fnabled

[ e [ [ 1 @] el 1
[ ] 5 - 6 - 7 = 8
o ) @  Chamne 1 @] 1
- 9 - 10 - 11 = 12

[
o
(o
I
[lo
&
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ana AO6aBﬂeHMFI HOBOTIO NMNOJsib30BATENA Bbl6epMTe N HAXMUTE Ha CBO60,£I,HyIO ﬂ‘-leﬁl-(y.

# Home Settings
User Management Configuration
@
Username
Password Size
16 bytes v
Password
Confirm Password
Enable User Access
Enable Channel Access
Channel 1
Channel 2
Channel 8
Privilege (Channel 1)
User v
Privilege (Channel 2)
User v
Privilege (Channel 8)
User v
KVM Access
VMedia Access
SNMP Access
SNMP Access level
~
SNMP Authentication Protocol
v
SNMP Privacy Protocol
v
Email Format
v

Email ID

Existing SSH Key

Not Available

Upload SSH Key

Save

User Management

Bce npasa 3awuwieHsl. AO « TPUHUTU COJIFOLLIHC».

User Management Configuration

Cmpa+uya 62 uz 90
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Username: BBeAnTe MMs NO/b30BaTeNA

Password Size: moXHo BbibpaTb pasmep napons 16 nnum 20 6aiT.

Password: BBeg1TE Naponb N0ONAb30BaTENA.

Confirm Password: noBTOpHO BBEAMTE NAapO/b NOAb30OBATENS.

Enable User Access: npu akTMBaLuMu Nonb3oBaTento 6yayT npeaocTaBneHbl NpuBuaerum obmeHa
coobuweHunamu IPMI.

Enable Channel Access: oTmeTbTe KaHabl 418 HAaCTPOMKM Pa3NMYHbIX HABOPOB Npas.

Privilege (Channel #): BbibepuTe ypoBEHb NPUBUIETNIA A5 KAXKAOTO KaHana, KoTopbin byaeT
Ha3Ha4YeH AaHHOMY NONb30BaTENtO ANA AocTyna K BMC yepes ceteBoi nHTepdelic.

-

u CywecTsyeT 4 ypoBHA ceTeBbIx npusuneruii (Administrator, Operator, User, None

)

Administrator (AgMUHMCTPaTOP) — NOHbLIN HAOOP NPaAB Y KOMaHA.
Operator (OnepaTop) — orpaHMYEHHbIN Habop NpaB U KOMaHA,
User (Monb3oBaTesib) — MUHUMA/bHbIA Habop NpaB U KOMaHA,
None (OTtcyTcTBYET) — NPaBa OTCYTCTBYIOT.

N /

KVM Access: npefoctaBieHne nNoab3oBaTento Aoctyna K cepsucy KVM.
VMedia Access: npeaoctasieHne Nosb30oBaTento Aoctyna K cepsucy VMedia.

Mpusunernm KVM n VMedia npegoctaBnatoTca (OTKIOYaOTCA) aBTOMATUUYECKM Ha

A ypoBHe AGMUHUCTPATOP.

SNMP Access: BkntoueHune goctyna K SNMP ana nonb3osartens.

SNMP Access level: BbibepuTe ypoBeHb goctyna K SNMP ans nonb3osaTtena — Read Only (Tonbko
yteHue) unm Read Write (YteHune-3anuceo).

SNMP Authentication Protocol: BbibepuTte npoTokon aBTopmsaymm SNMP.

SNMP Privacy Protocol: Bbibepute anroputm WwWndposBaHuA, KOTOPbI ByaeT ncnonb3oBaTbCA ANA
HacTpokn SNMP.

Email Format: 3againte dpopmat a1eKTPOHHOMN No4Tbl. Bo3amoxKHO ABa TMna ¢opmaTos:
AMI-Format. Mpegmetom gaHHoro ¢opmata noutbl Asnaetcs OnoselieHne OT (MMA Balero xocTa).
CopeprkaHue noyTbl oTobparkaeT MHGopMaLMIo AaT4MKa, Hanpumep, « TUM 1 onMcaHMe AaTynKa.
FixedSubject-Format. JaHHbi dopmaT oTOO6paxKaeT coobleHMe B COOTBETCTBUM C HACTPOMKAMMU
nonb3oBaTena. Heobxoanmo 3agatb Temy n Teno coobuieHma gnsa oTNpPaBKM NpeaynpexKaeHus.
Email ID: BBeguTe AeMCTBYIOLLYIO 31EKTPOHHYIO NoYTy. Ecan nonb3oBaTtenb 3abbin Naponb, Ha
334aHHbIN B HACTPOMKax apec 3N1eKTPOHHOMN NoYTbl OyAeT Hanpas/eH HOBbIM Napob.

Existing SSH Key: oto6paaeT nHdpopmaumio o 3arpykeHHom Katode SSH (TosibKo yTeHue).
Upload SSH key: naHHoe none no3sondAet 3arpy3nTb HOBbIN SSH-KAtou.
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5.15 Video Recording (3anucb Bugeo)

[laHHas cTpaHuLUa UCNONb3YyeTCsa ANA BbINOJHEHMA HACTPOEK 3anucu BUAEO.

Video Recording

& Home Settings Video Recording

Auto Video Settings S0L Settings

5.15.1 Auto Video Settings (HacTpoiiku aBTomaTU4ecKoit BUAE03anucu)

[laHHas cTpaHMLA MCNO/b3yeTcA ANA BbINOJIHEHMA HACTPOEK aBTOMAaTMYECKOM 3anucu Buaeo.

Auto Video Settings

# Home Settings Video fute Video Settings

() o o

Video Trigger Settings Video Remote Storage Pre-Event Video

Video Trigger Settings: naHHaA cTpaHMUA MCNONb3YeTCA AN HACTPOMKN COBbITUM, NPU KOTOPbIX
cpabatbiBaeT pyHKUMA BUAeo3anmcu cepsepa KVM.

Video Remote Storage: gaHHas cTpaHMLA UCNONb3YEeTCA ANA HAaCTPONKM BUAEe03anncu cobbiTuiA Ha
YOANEHHOE XpaHuauLLe.

Pre-Event Video Recordings: faHHanA cTpaHuLa UCNO/Ib3yeTCA A1 HaCTPOMKM NapamMeTpoB
BUAE03aNMCK A0 HACTynaeHns cobbiTuiA. [To ymonyaHuio GyHKLMA OTKAOYEHA. BKatoyaeTca Ha
ctpaHuue Video Trigger Settings
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5.15.1.1 Video Trigger Settings (HacTpoliku MHULUMann3aLnm BUAe03anmcu)

Video Trigger Settings

# Home Settings Video duto settings Videe Trigger Settings

Critical Events (Temperature/Voltage)

Non Critical Events (Temperature/Voltage)

Non Recoverable Events (Temperature/Voltage)

Fan state changed Events

Watchdog Timer Events

Chassis Power On Events

Chassis Power Off Events

Chassis Reset Events

LPC Reset Events

Date and Time Event

Pre—Event Video Recording

Critical Events (Temperature/Voltage): BkatoueHMe 3anmMcK No KPUTUYHbBIM COBbITUAM A8 AaTYMKa
TemnepaTypbl/ Hanpsa»keHus.

Non Critical Events (Temperature/Voltage): BkntoyeHMe 3anncn N0 HEKPUTUYHLIM COBbLITUAM ANA
AaTunKa Temnepatypbl/ HanpsaxeHus.

Non Recoverable Events (Temperature/Voltage): BkatoueHme 3anMcn No HEBOCCTaHOBMMbIM
cobbITUAM aNa AaTunka Temnepatypbl/ HanpsxkeHus.

Fan state changed Events: BkatoueHne 3anncu no Bcem cobbITUAM AaTYMKa BEHTUAATOPA
Watchdog Timer Events: BkatoueHWe 3anncy npu cpabaTbiBaHUN CTOPOXKEBOrO Talimepa.

Chassis Power On Events: BK/to4eHWE 3anmcy Npu cobbITUAX nogayum nuTaHus (Power ON).

Chassis Power Off Events: BkatoueHuMe 3anucK npm cobbiTuax oTKAtoYeHua nuTaHua (Power Off).
Chassis Reset Events: BkatoueHue 3anmcy npu cobbituax cbpoca cuctemHoro 6a0ka.

LPC Reset Events: BkntoueHue 3anncm npm nepesarpyske wuHol LPC.

Date and Time Event: BkatoueHWe 3anncK NO KOHKPETHOM AaTe U BPEMEHMW.

Pre-Event Video Recording: BkatoueHne pyHKUMM BUAEO3aNUCK Nnepes cobbiTuem.
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5.15.1.2 Ctpanuua Video Remote Storage (YaanéHHoe xpaHuaulie Buaeo3anuncei)

Video Remote Storage

# Home Settings Video Auto settings Video Eemote Storage

Record Video to Remote Server

Maximum Dumps

2

Maximum Duration (Sec)

20

Maximum Size (MB)

5

Server Address
Path in server

Share Type

° NES CIFS

Record Video to Remote Server: oTmeTbTe 3TO Nose AN aKTUBALUMM BUAE03aNUCK Ha YAANEHHbIN
cepsep. Ecam onuma akTMBMPOBaHA, BUAEO ByAEeT COXPaHATLCA MO agpecy NyTU yAanEHHOro
XpaHeHuA. [MoymonyaHuio Buaeodpannbl byayT XpaHUTLCA B NOKaNbHOM aupeKTopum Ha BMC. Ecnun
paspelleHa NnoanepKKka yaanéHHolm 3anncm suaeo, suaeodainol byayT XpaHUTbCA B YAANEHHON
avpektopumn, BHe BMC.

Maximum Dumps: 3agaliTe MakCMMaibHOe KOIMYeCTBO BbIrPy30K BUAE0Ppannos.

Maximum Duration (Sec): BBeguTe MakKCMManbHyO NPOAO/IKUTENBHOCTL BUAEO B CEKYHAAX.
Maximum Size (MB): BBeguTe MakCMManbHbIN pa3smep BUAEO B merabamnTax.

Server Address: 3apaiTe agpec cepsepa.

Path in server: 3apavite nyTb XxpaHeHMA BUAEO Ha cepBepe.

Share Type: Bbibepute — NFS nnu CIFS. Ecnn BbibpaH TMR coBMeCTHOro ucnonb3oBaHua CIFS,
BeeguTe Mma pgomeHa, Mma nonb3osaTtensa u MNaponb B COOTBETCTBYHOLWME NONA.



ATp” HMTM CepeepblLTPUHUTU.PO

5.15.1.3 Pre-Event Video Recordings (MpeasaputenbHble BUAEO3aNncK)

Pre-Event Video Recordings

# Home Settings Video fute settings Fre—Event Video Recordings

This page iz used to configure the Pre-—
Event video recording options. Pre-
Event video recording is disabled by
default.

To enable the Pre-Event video
recording, go to the Triggers
Configuration page.

Video Quality

Very Low v

Compression Mode

Hich v

Frames Per Second

1 b4

Video Duration

10 v

Video Quality: ana HacTpoliku KauecTBa BUAEO BbIbepUTe AManasoHbl U3 BbiNaAatoLlWLero CnmcKa.
Compression Mode: gna HaCTPOMKM perknma CxKaTuA BblbepuTe AMana3oHbl U3 BbiNaAatoLwero Crmncka.
Frames Per Second: a/18 HacTPOMKM KOIMYECTBA KaApOoB B CEKYHAY BblbepuTe AOCTYNHOE U3
BbINAAatoLLEr0O CMMUCKA.

Video Duration: 4nsa HaCTPOMKM NPOAONKUTENBHOCTU BUAEO BbibepUTe KONMYecTBo cekyHa (10-60) us
BbINAAAtoLLErO CNINCKA.

5.15.2 SOL Settings (Hactpoitka SOL Bugeo3sanucu)

[aHHaA cTpaHULA MCNONb3yeTCA ANA BbINONHEHMA HAaCTPOEK aBTOMATMYECKOW 3anucu BUAEO
nocpeacrsom SOL.
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Sol Settings

# Home Settings Video S0l Bettings

() [ mf o

SO0L Trigger Settings S0L Video Settings SO0L Recorded Video SOL Configurations

5.15.2.1 SOL Trigger Settings (HacTtpoiKa aktnBaummn snaeosanucu SOL)

Ha faHHOW CTpaHMLE MOXKHO BbIbpaTh, Kakoe cobbiThe ByaeT 3anycKaTb BUAE03aNnCb NOCPeACTBOM
SOL.

SOL Trigger Settings

# Home Settings Video Sol S0L Trigger Settings

Critical Events (Temperature/Voltage)

Non Critical Events (Temperature/Voltage)
Non Recoverable Events (Temperature/Voltage)
Fan state changed Events

Watchdog Timer Events

Chassis Power On Events

Chassis Power Off Events

Chassis Reset Events

LPC Reset Events

Date and Time Event

Critical Events (Temperature/Voltage): Bkato4eHMe 3anmMcK No KPUTUYHbBIM COBbITUAM A8 AaTYMKa
TemnepaTypbl/ Hanpsa:keHus.

Non Critical Events (Temperature/Voltage): BkatoueHMe 3anncu N0 HEKPUTUYHLIM COBbLITUAM ANA
AaTynKa Temnepatypbl/ HanpsxeHus.

Non Recoverable Events (Temperature/Voltage): BkntoyeHne 3anncu No HEBOCCTaHOBUMbIM
cobbITMAM A1a aatumKka TemnepaTypbl/ HanpaskeHus.

Fan state changed Events: BKkatoYeHWe 3anucK No BceM cobbITUAM AaTYMKa BEHTUAATOPA
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Watchdog Timer Events: BkatoueHWe 3anmncy npu cpabaTbiBaHUN CTOPOXKEBOrO Talimepa.
Chassis Power On Events: BK/1loueHMe 3anmcK nNpu cobbiTuax nogayuum nutaHus (Power ON).
Chassis Power Off Events: BkatoueHMe 3anucu npu cobbituax oTkAoueHun (Power Off).
Chassis Reset Events: BkatoueHme 3anncu npu cobbituax cbpoca cuctemHoro 6,10Ka.

LPC Reset Events: BkatoueHune 3anncu no cobbitnio LPC xocTa.

Date and Time Event: BKAto4YeHME 3aNNCU MO KOHKPETHOM AaTe U BPEMEHMN.

5.15.2.2 SOL Video Settings (HacTtponkun Buaeosanmncu SOL)

JaHHaA cTpaHuMua UCNo/b3yeTca A/19 HAaCTPOMKM NapameTpos Buaeosanmcn SOL.

SOL Video Settings

# Home Settings Video Recording Sol S0L Video Settings

Log Size (KB)

10240

Log File Count

Record Video to Remote Server

Log Size (KB): BBeauTe Kenaemblt pasmep daina. MakcumanbHbl pasmep ¢aina coctasnset 10240
KB.

Log File Count: ykaxuTe Konmyectso ¢pannos 3anmcen.
Record Video to Remote Server: BkatouMTe JaHHYIO ONLUMIO 414 YAANEHHOTO XpPaHEHMA 3anucen.

5.15.2.3 Sol Recorded video (*KypHan Bugeosanuceir SOL)

Ha gaHHOWM CTpaHuLe BeAETCA XKypHan BuAeo3anncei.

Sol Recorded video

# Home Settings Video Sol Sol Recorded widec

S.No = File Name ¥ File Information %

5.15.2.4 SOL Configurations (Hactpowku SOL)

[aHHanA CTpaHUUa ncnonab3yertca anAa HaCTpOVIKM CKOpPOCTM NOTOKa BNAE03aNMncCu.
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SOL Configurations

# Hone Settings Video Sol SOL Configurations

Volatile Bit Rate

115200 v

Non-Veolatile Bit Rate

115200 v

5.16 IPMl Interfaces (UHTepdeiicbl IPMI)

JaHHaA cTpaHMUa MCNOMb3yeTca AAs8 HacTPOWKK MHTepdencos IPMI.

IPMI Interfaces

# Home Settings IFMI Interfaces

IPHI Intexfaces
IPMI Over LAN IPMI Over ECS

IPMI Over LAN: ecnv y6paTtb ranouky, To npekpauiaeTtcs pabota IPMI yepes LAN.
IPMI Over KCS: ecnu y6patb raniodky, To npekpauwtaerca paborta IPMI uepes KCS.

5.17 UID Settings (HacTpoiikn nHgukaumm UID)

JaHHaA cTpaHMua Ucnosb3yeTca Aansa ynpasneHus nHigmkagmein UID.
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UID LED Setting

# Home Settings UID LED Setting

UID LED Mode Configuration. The UID time on
range:0~255 seconds.

UID LED Mode
0 UID LED Off
UID LED On

UID Time On blink time

UID LED Off: Bbiknountb nuankaumio UID.

UID LED On: Bkntoumntb nHaukaumio UID.

UID Time On: skatounTb nugmnkaymio UID Ha Bpema:

blink time: ykaxuTte npoaomkutenbHocTb MHaMKaumm UID B cekyHaax (o1 0 go 255).
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6 Remote Control (YaaneHHoe ynpaBneHue)

[aHHas cTpaHuMLUa UCNONb3yeTca ANA 3anyCcKa YAaNEHHOW KOHCONMW.

Remote Control zemowe 1w

# Home Remote Control

H5Viewer

£ Launch HSWiewer

JViewer

X Launch J¥iewsr

Launch H5Viewer: Ha*kmuTe Ha 3Ty KHOMKY, YTObbl OTKPbLITb CTPAHULY YAANEHHOTO ynpaBaeHun
KVM HTMLS.

Launch JViewer: Ha}kmuTe Ha 3Ty KHOMKY, 4Tobbl cKayaTb $ain ¢ pacwmpeHunem .jnlp gns
YOANEHHOro yrnpaBAeHNs CEPBEPOM.
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7 Image Redirection (MepeHanpaBneHne obpasa)

[aHHaA cTpaHMua MCcnosb3yeTca ANA HACTPOMKM 06pa3oB, Hanpasasemblx B BMC gna
nepeagpecaumu.

Image Redirection

# Home Image Redirection
Local Images Femote Images

7.1 Local Media (Local Images) (/lokanbHble 06pa3bl)

[laHHasn cTpaHMLa UCMONb3YETCA AN HACTPOMKM NI0KaNbHbIX 06pa30oB, Hanpasaaemblx 8 BMC ans
nepeagpecaumu.

Local Media emulate co/ovo/Hor mages within the BMC to host as media
A Home Image Redirection Local Media
C fresh Image List = Sync Ima tat
Media Type Media Instance Image Hame Redirection Status Connected Server Session Index

7.2 Remote Media (Remote Images) (YaanéHHble 06pasbl)

JaHHaA cTpaHuLa UCNoNb3yeTcs 4719 HAaCTPOMKKN yaanéHHbix ob6pasos, Hanpasadaembix 8 BMC gns
nepeagpecaumu.



A TpUHUTH

Remote Media =mulzt= co/ovo/HoD mages in the n

# Home Image Redirectien Eemote Media

Media Type Media Instance Image Name

Media Type: oTo6pakeHune TunNa Hocutens.

CepBepbLTPUHUTUA.PE

Redirection Status Connected Server Session Index

Media Instance: oTo6pakeHne 0bL,ero KOANYeCTBa IK3EMNAAPOB HOCUTENA.
Image Name: oTtobpakeHne nmenun obpasa.

Redirection Status: oTob6paeHue cTaTyca nepeHanpasBaeHuUA.

Connected Server: nyck nan oCTaHOBKa NepeHanpaBieHUA HOCUTENS.
Session Index: oTobparkeHune nHAeKca ceccuu.

3anyck: BK/lOYEHWE NepeaspecaLmmn HocuTens.

Maysa: BkAoYeHMe Nay3bl Nepeagpecaunm HoCUTeNA.

A

peann3oBaHa.

[aHHbIN pa3gen HaxoauMTca Ha aTane pa3paboTku. YacTtb pyHKUMOHANA He
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8 Power Control (YnpasneHue nutaHuem)

JaHHanA CTpaHUUa npeaHa3sHa4vyeHa 414 ynpaBaeHna nnTtaHMem cepsepa.

Power Control on Host server

# Home Power Control

Power Actions

Host is currently off

Power Off
° Power On

Power Cycle

Hard Reset

ACPI Shutdown

(] Perform Action

Power Off: BbibepuTe AaHHYO ONUMIO ANA HEMEA/IEHHOTO OTK/IIOYEHMA NUTAHUA cepBepa.
Power On: BbibepuTe gaHHYIO ONUMIO ANA HEMeA/IEHHOro BKAOYEHMA NUTaHMA cepBepa.
Power Cycle: BbibepuTe gaHHYO ONUMIO AN KPAaTKOBPEMEHHOIO OTK/IIOYEHMA NMUTAHMUA C
nocneaytoLlen nepesarpyskor cuctembl (XonoaHas 3arpyska).

Hard Reset: BbibepuTe AaHHYIO ONUMIO A1A Nepe3arpy3kn cucteMbl 6e3 OTKAOYEeHUA NUTAHUA C
nocneayowen nepesarpysKkon cucTembl (ropsyas 3arpyska).

ACPI Shutdown (markoe BbikiO4YeHUe): BbiIbepnTe AaHHYIO ONUMIO 418 SMYAALUN 3aBEpLIEHUA
paboTbl ONepaLUnNOHHOM CUCTEMDI.
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9 Maintenance (O6cny»xuBaHue)

,ﬂ,aHHaﬂ CTpaHMUa npegHasHad4yeHa 4aA BbINMNO/AHEHWA 3a4ad4 TEXHUYECKOTo O6C}1y>KMBaHMFI
ycTponcTaa
Maintenance

# Home Maintenance

& 0 @ &

Firmware Image Location Firmware Information Firmware Update Preserve Configuration
O Np % =
Restore Factory Defaults System Administrator BIOS Settings Collect logs with ome click

O

BMC reset
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Firmware Update

# Home Maintenance Firmware Update

Hote:
Following are the Firmware update methods and
components supported in this page.
+ Dual Firmware update.
*« HFM Firmware update supports the following
components.
e BOOT and LPP
= BIOS
o (CFLD
« BIOS Firmware update

Select Firmware Image

Bulfop aina | TRINITY-GEN3-10. -~ —20241213_ENC. BIN

Start firmware update

flash. ..

WARNING:Fleaze note that after entering the update

mode, the widzets, other web pages and zervicesz will
not work. 411 the open widgets will be automatically
closed. If the upgradation iz cancelled in the middle
of the wizard, the device will be reset only for BMC

BOOT, and AFP components of Firmware.

9.1 Firmware Image Location (KoHurypauua tTuna o6HoBneHuUA)

CepBepbLTPUHUTUA.PE

Ha paHHOM cTpaHuue BbibMpaeTca NPOTOKO/1, KOTOPbI byaeT cnosb3oBaTbca AN Nepenayun obpasa

MUKPOMNPOrpaMMHOro obecneyeHus.

Bce npasa 3awuwieHsl. AO « TPUHUTU COJIFOLLIHC».

Cmparuuya 77 uz 90
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Firmware Image Location

# Home Maintenance Firmware Image Location

Image Location Type
° Web Upload during flash

TFTP Sexver

Web Upload during flash: Bbibepute gaHHyto onuuio gna nepegaym obpasa
MUKponporpammHoro obecnedveHuns nocpeacrsom HTTP/HTTPS.

TFTP Server: BbibepuTe AaHHYO ONuMi0 N5 Nepenaydn obpasa MMUKponporpammHoro obecrneyeHumn
nocpeacrsom TFTP.

TFTP Server Address: none 6yaer AOCTynHbIM, eCM aKTUBMpoBaHa onuusa TFTP-cepsep. [daHHoe
none WUCNosnb3yeTcs AN1a HAaCTPOMKM agpeca cepsepa TFTP.

TFTP Image Name: none 6yaer AOCTYNHbIM, €CX akTUBMPOBaHa onuua TFTP-cepsep. [laHHOe
noJsie MCNob3yeTcs ANA HACTPOMKM NoHOro nyTu cepsepa TFTP (¢ umeHem daiina).

TFTP Retry Count: none 6yaer AOCTYNHbIM, €CIM aKTMBMpPOBaHa onuus TFTP-cepsep. JaHHoe
none UCnosib3yeTcs AN yKasaHUs KOIMYecTBa NONbITOK B cayyae cboda npu nepeaade.

9.2 Firmware Information (MHpopmauma o mukponporpammHom obecneueHumn)

Ha paaHHOW cTpaHuMue yKaszaHa uHpopmauma o Bepcuax npownsok BIOS, BMC, CPLD.
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Firmware Information

# Home Maintenance Firmware Information

Active Firmware

Active Image ID

1

Build Date

May 30 2024

Build Time

14:30:43 C5T

Firmware version

0,34, 4

Main BIOS Firmware wersion

HMEG1004, 0D

Backup BIOS Firmware wersion

EIOS V2.0

CPLD Firmware version

0g

9.3 Firmware Update (O6HOBNeHHe MUKponporpammHoro obecneveHus)

[laHHaAa cTpaHuua ncnonb3yertca Ana 0bHOBAEHNA MUKPONPOrpamMHOro obecneveHua cepsepa —
BIOS, BMC.
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Firmware Update

# Home Maintenance Firmware Update

Hote:
Following are the Firmware update methods and
components supported in this page
#« Dual Firmware update.
« HPM Firmware update supportz the following
components.
& BOOT and APP
o BIOS
o CPLD
« BIOS Firmware update

Select Firmware Image

Buifop (paiina |He BHIEPAH--0AMH $alln

Start firmware update

WARNING:Pleaze note that after entering the update
mode, the widegets, other web pages and services will
not work. 411 the open widgets will be automatically
closed. If the upgradation i= cancelled in the middle
of the wizard, the device will be reszet only for BMC
BOOT, and APF components of Firmware.

MocKo/IbKY NpoLeccbl 06HOBMEHNA MUKpONporpammHoro obecrneyenma BMC u BIOS nmeroT pasHuuy,
TO ganee npuBeAeHbI NPUMEPbI NPOXOXKAEHWUS 3TanoB npouecca o6HoBAeHUA Kak BMC, Tak 1 BIOS.

9.3.1 TMpouecc o6HoBNEeHUA BIOS

MNMocne Bbibopa dalina c MUKpoNporpaMmmHbiM obecnedeHnem TpebyeTcs HaxaTb Start firmware

update gna MHMUMaNu3aLMm npouecca BepudurKkaumm daina. 3aTem HaxkaTb KHONKy Proceed npu eé
NoABNEHUMN.
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Firmware Update

# Home Maintenance Firmware Update

Hote:
Following are the Firmware update methods and
components supported in this page.
* Dual Firmware update.
+ HPM Firmware update supports the following
components.
e BOOT and LPP
o BIOS
o CPLD
* BIOS Firmware update

Select Firmware Image

Buifop paina | TRINITY—EN3-10. -~ —20241213_ENC. BIN

Start firmware update

Preparing

List of Components

Component
# Hanme Existing Version Uploaded Wersion Upgrade Progress
1 BIOS HECION. ¢ ©I€ | HECIINL. 99 QOIS In

progress. ..

WARNING :Fleaze note that after entering the update

mode, the widgets, other web pases and services will
not work. 411 the open widgzets will be automaticallsy
closed. If the upgradation iz cancelled in the middle
of the wizard, the devwice will be reset only for EMC
BOOT, and APP components of Firmware.

Ha sTom sTane cnenyet cornacnTbCAa C npegaoxXeHnem Hadyatb npouecc ob6HOBNEHMUA.

Bce npasa 3awuwieHsl. AO « TPUHUTU COJIFOLLIHC». Cmparuya 81 uz 90
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CooBweHwe ¢ 110.50.5.69:

Are you sure you want to flash?

[lna Hayana npouecca 06HOBNEHUA MUKPOMPOrPaMMHOro obecneyeHus cnenyet HaxaTtb Proceed.
Mpu ycnewHoM NpoxXoXKAeHMM 3Tanos BepuduKaummn dana ¢ MUKponporpaMmHbImM obecredeHnem
HayHETCA npouecc 06HOBNEHMUS.

Firmware Update

# Home Mzintenance Firmware Update

Note:
Following are the Firmware update methods and components
supported in this page
¢ Dual Firmware update
» HPM Firmware update supports the following components
o BOOT and APP
o BIOS
o CPLD

s BIOS Firmware update

Select Firmware Image

Beifop dhaiina |bme_gen3_034_4_trinity. ima_enc

Start firmware update

WARNING:Please note that after entering the update mode, the
widgets, other web pages and services will not work. All the open
widgets will be automatically closed. If the upgradation is
cancelled in the middle of the wizard, the device will be reset
only for BMC BOOT, and APP components of Firmware

Mo OKOHYaHMKM NoABUTCA HGOPMALMOHHOE CO0bLLEHME O pe3ybTaTe npoLecca 0bHOBAEHUS
MWKPONPOrpammMHOro obecneyeHus.

CooBuwenue ¢ 110.50.5.69:

The device has been updated successfully.
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9.3.2 TMpouecc o6HoBNAeHUAa BMC

Mocne Bbibopa daina c MMKponporpammHbiM obecnedeHnem BMC cneayet HaxaTtb Start firmware
update gna nHMumanusaumm npouecca sepuduKkaumnmn darna.

Firmware Update

A Home Mzintenance Firmware Update

Note:
Following are the Firmware update methods and components
supported in this page.
¢ Dual Firmware update.
« HPM Firmware update supports the following components.
o BOOT and APP
o BIOS
o CPLD
s BIOS Firmware update

Select Firmware Image

Beifop dhaiina | bme_gen3_034_4_trinity. ima_enc

Start firmware update

WARNING:Please note that after entering the update mode, the
widgets, other web pages and services will not work. All the open
widgets will be automatically closed. If the upgradation is
cancelled in the middle of the wizard, the device will be reset
only for BMC BOOT, and APP components of Firmware.
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Cnepyet ybeautbes, 4To BbibpaH BapuaHT Both B pasgene Image to be Updated.

Protocol Type: HITES

The dual image formation to be used for firmware update is displaved
as follows. To configure Image to be booted from upon Reset, choose
' Dual Image Configuration’ under Maintenance.
Current Active Image Image-1

Image to be Updated

Both Images ~

Inactive Image
Image 1

Image 2

,u,aflee Cﬂeﬂ'yeT Oﬂpe,ﬂ'e.ﬂMTbCﬂ, Kakue onunmn B Preserve all Configuration. This will preserve all

CTOﬂ6|J.e Preserve Status HYXHO COXPaAHUTb, a the configuration settings during the firmware update —
KaKue HeT. irrespective of the individual items marked as
preserve/overwrite in the table below.

Preserve all configuration: HaXMuUTe 3Ty onumto All configuration items below will be preserved as default
o during the restore configuration operation. Click "Edit
Ana coxpaHeHuA KOH¢V|rypaL|,V|V| Bcex onuunun Ha

Preserve Configuration” to modifyv the Preserve status

Bpemsa obHoBNEHUA MUKPOMNPOrpaMMmHOro settings.
obecneyeHns BMC. Edit Preserve Configuration
Edit Preserve conﬁguration: npovauTe no 5.No Preserve Configuration Item Preserve Status
ﬂ,aHHblm CCbINKe oNA peaaKTUpPoBaHMA HACTPOEK

.. 1 SDR Overwrite
COCTOAHWNA COXpPaHEHNA NpuBeOEHHbIX HUNXKE
anemeHToB (cM. pasgen 9.4): 2 FRU Oversrite

3 SEL Overwrite

Ha»kmute Proceed to Flash

4 IPMI Overwrite

5 NETWORK Overwrite
6 NTP Overwrite
7 SNMP Overwrite
8 SSH Overwrite
9 EVM Overwrite
10 AUTHENTICATION Overwrite
11 SYSLOG Overwrite
12 WEB Overwrite

13 REDFISH Overwrite
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Cornacurecb C npegnoxeHnem B noABuMBLLIEMCA ONAaNOTrOBOM OKHE 6pay3epa.

Coobwenne c 110.50.5.69:

We will start the firmware upgrade now. You will not be able to access
BMC until it flashes and restarts. Do you want to continue?

Boibepute onuuto Full Flash n HaxkmuTe Flash selected sections.

Section Based Firmware Update

All the module section versions in the existing image and uploaded

image are the same.

Version Compare Flash

Section
Name

boot

conf

osimage

root

testapps

azt2300e

Image—1
Version

12. 3. 000000

12. 3. 000000

12. 3. 000000

12. 3. 000000

12. 3. 000000

12. 3. 000000

2. 4. 000000

0.34.0

Image—2
Version

12. 3. 000000

12. 3. 000000

12. 3. 000000

12. 3. 000000

12. 3. 000000

12. 3. 000000

2. 4. 000000

0.34.0

Full Flash

Uploaded

version

12. 3. 000000

12. 3. 000000

12. 3. 000000

12. 3. 000000

12. 3. 000000

12. 3. 000000

2. 4. 000000

0.34.0

Flash selected sections

Upgradable/Non—
Upgradable

Cornacurecb C npegnoxXeHnem B noABuBLLIEMCA ANANNOTOBOM OKHE 6pay3epa.

CepBepbLTPUHUTUA.PE
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Coobuwenue ¢ 110.50.5.69:

Clicking 'OK' will start the actual upgrade operation, where the storage
is written with the new firmware image.

It is essential that the upgrade operation is not interrupted once it starts.
Do you wish to proceed?

Mo 3aBepLUEeHNN NOABUTCA AMANOroBOe OKHO HBpaysepa c onoBelweHMem 06 ycnewHOM OKOHYaHUK
npotecca 06HOBNEHNA MUKPONPOorpammHoro obecrneyeHmns BMC 1 nipopmaumen o 3aKkpbiTum
TEKYLLEN ceccuun.

CoobweHue ¢ 110.50.5.69:

Firmware reset has been called. Close the current session, and open a

new session after a couple of minutes.

Web GUI cTaHer AO0CTyneH cnycta HeECKO/ZIbKO MUHYT nNocae noasBaeHnAa AaHHOro COO6U.|,€HVIH.

9.4 Preserve Configuration (CoxpaHeHue HacTpoeK)

JaHHaA cTpaHMLA NCNoAb3yeTca ANA COXPaHEeHUA HaCcTpoeK nepes obHOBNEHMEM UK
BOCCTAaHOBNEHUEM MUKPOMPOrpaMMHOro obecneyeHus cepsepa.

MpoBepbTe KOHOUIYpPaLMIO, KOTOPYIO HEOBXOAMMO COXPAHMUTL NP BbINONHEHUW ONepaLmm
06HOBNEHMSA UM BOCCTAHOBIEHUA MUKPOMNPOrpaMMHOro obecneyeHus cepeepa.
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Preserve Configuration

Click here to go to Firmware Update ox Restore Factory
Defaults

Check all

<

SDE

FRU

SEL

IPNMI

Hetwork

HTP

SHMP

55H

.4

Authentication

Syslog

Web

<IN BB R IR << <

Redfish

Check All: BoibepuTte 3TOT napameTp, 4ToObl NPOBEPUTL BCE 31€MEHTbI KOHOUIYpPaLMK B CIUCKE.

n CeTteBble KOHUrypaLumm B3anmocsasaHbl ¢ IPMI. ChegoBateibHO, MO YMOAYAHUIO
KoHoburypauum IPMI 6yayT Bbi6paHbl aBTOMATHUYECKM, KOT4a Bbl YCTaHOBUTE GAXKOK
“CeTb”, M HaobopoT.

9.5 Restore Factory Defaults (BocctaHoB/1eHMe 3aBOA,CKOrO COCTOAHUA)

JaHHaAa cTpaHMUa NCNonb3yeTca ANA BOCCTAHOB/IEHMA 3aBOACKOro coctoaHmna BMC.
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Restore Factory Defaults

The following checked configurations will be preserved
through the restore operation. You can make changes to the

list in the preserve configuration page.

SDE

SEL

IPNI

Hetwork

HTP

SHMP

S55H

KVl

Authentication

Svslog

<< <R < I < I < << < <

Web

Redfish

Logged—In Password

Logged-In Password: BBeauTe Naposib, C KOTOPbIM BOL/IM B CUCTEMY.

JaHHaa onepauma ocyLecTBAAETCA TObKO Yepes YUETHYIO 3anmcb YPOBHA
AgMmuHucTpatop.
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9.6 System Administrator (HacTpoiiku yuétHol 3anucu sysadmin)

Ha paHHOM cTpaHMLUe OCYLLECTBAAETCA HACTPOMKa YY4ETHOM 3anucK sysadmin. [laHHan y4€THaA 3anuncb
ncnonb3yeTca A1A afAMUHUCTPUPOBaAHMA NO NPOTOKoNy SSH.

System Administrator

Username

sysadain
Enable User Access
Change Password

Password

Confirm Password

Maponb y4éTHOM 3anucKn sysadmin No ymon4yaHUIo — superuser.

9.7 BIOS Settings (HacTpoiiku BIOS)

[aHHasa cTpaHuua ncnonblyetca ansa cbpoca, pe3epBHOro KONMPOBAHUA U BOCCTAHOB/IEHUA
KoHOUrypaumm BIOS.

BIOS Settings

# Home Maintenance BIOS Settinss

) ® ®

Restore BINS Default Backup BIOS Config Restore BIOS Config

9.7.1 CrpaHuuya Restore BIOS Default (C6poc koHpurypauumu BIOS)

JaHHaA cTpaHuua ucnonbayetca ana cbpoca koHdurypaumnm BIOS.

Restore Configuration

# Hone Maintenance BIOS Settings Restore BIOS Default

Restore BIOS Default

This page will restore bios default.

Save



A TpuHutH cepmspm

Save: HaxkmuTe gaHHy KHOMKy ana cbpoca KoHourypauymum BIOS.

9.7.2 Crpanuuya Backup BIOS Config (Pe3epBHOe coxpaHeHue KoHpurypaumm BIOS)

[aHHaA cTpaHMUa UCNo/b3yeTca ANA Pe3epPBHOro coxpaHeHus KoHourypauymm BIOS.

# Home Maintenance BIOS Settings Backup BIOS Config

Backup BIOS Config

Download: HaxkmuTe gaHHyH0 KHOMKY ANA Pe3epBHOro coxpaHeHUa KoHourypauum BIOS

9.7.3 CrpaHuua Restore Configuration (BocctaHoBneHue KoHourypauum BIOS)

[aHHaA cTpaHMUa UCnosb3yeTca A1a BOCCTAHOBAEHUA KoHdurypauum BIOS.

Restore Configuration

# Home Maintenance BIOS Settings Festore BIOS Config

Restore BIOS Config

Config File

Save

Config File: HaXXMUTe Ha KHOMKY | =] ana sblbopa dana kKoHdurypaumm BIOS.
Save: HaXXmuTe JaHHYI0 KHOMKY A/19 pe3epBHOro coxpaHeHMA KoHourypaumm BIOS

9.8 Collect logs with one click (C6op noros BMC B 04M1H KNUK)

[laHHaA cTpaHuLa ucnonb3yetca ansa cbopa scex noros BMC B oAuH apxuBs, AOCTYNHbIN ANSA
CKauMBaHumsa.
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Collect logs with one click

# Home Maintenance Collect logs with one click

Last Log File

No Log Found

. Generate Loz

HaxmuTe Ha KHOMKy Generate Log ans uHuumanmnsaumnm npouecca cbopa noros BMC.

HasKmuTe Ha KHOMKy ANA CKaumBaHuMA apxuBa onekeylog.tar.gz.

9.9 BMC Reset (Mepe3arpyska BMC)
JdaHHaa cTpaHuua ucnonb3yetca Ana nepesarpyskm BMC.

BMC reset

# Home Maintenance EMC reset

BMC reset

This page provides BMC reset function.

Reset: HaxxmnTe AaHHYO KHOMKY A8 nepesarpyskm BMC.
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10  Sign Out (Bbixop)

HaxkmuTte Sign Out ans sbixoga ns Web GUI. Ha skpaHe noasuTca npeaynpexaatoulee coobuieHue ¢
NOJCKa3KOoM O AasibHENLLNX AencTBuaX, HaxkmuTe OK ans Bbixoaa, npu Haxatum Cancel pabota B
Web GUI npogonxutca.



support@trinity.ru
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